
UTM FIREWALLS
NETWORK SECURITY AT ITS BEST



Cloud-based real time protection
The Cyber Defense Cloud updates and 
protects all firewalls in real time. Using 
machine learning and swarm intelligence, 
it analyzes over 300,000 events per se-
cond — for true zero-day protection.

Strong protection for email
and Wi-Fi
The excellent email security checks all in-
coming messages using various filter me-
chanisms and reliably wards off threats. 
Modern access methods, one-time pass-
words, captive portal, and strong encryp-
tion ensure simple and secure Wi-Fi use — 
even for guests.

Flexibility & Control
With the Securepoint DynDNS service, 
your firewall remains accessible even 
when IP addresses change. The integrated 
Let's Encrypt certificate function increases 
the security of your connections. Automa-
tic, encrypted backups are stored securely 
in the Securepoint Cloud.

Maximum security in one license
The Securepoint UTM firewall combines a 
firewall, router, and unified threat ma-
nagement (UTM) in a single device. You 
receive hardware, software, service, and 
support in one license — guaranteed to 
be without backdoors, but with an integra-
ted VPN client.

Once purchased, a license provides com-
prehensive protection. Thanks to automa-
tic license renewal, the level of protection 
is automatically maintained until the clear-
ly desired end date. Licensees can use the 
online portal to automatically receive in-
formation about current contract terms by 
email and adjust licenses directly as nee-
ded.

Safe surfing & working
With the powerful content filter, you can 
block websites or content categories for 
specific users and time periods — ideal 
for protecting minors or regulating social 
media. The Threat Intelligence Filter is con-
tinuously updated with the latest informati-
on about dangerous content and connecti-
ons and blocks dangerous IP addresses.

All-inclusive licensing 
model
Hardware, software, service, 
and support combined in one 
single license.

All-in-one IT security 
solution
Firewall, router, and unified 
threat management (UTM) in 
one device.

WITH NEXTGEN UTM FIREWALLS
BY SECUREPOINT.



Secur y
made
in
Germany

Cybercrime is constantly evolving. New 
types of attacks, human error, and tech-
nological advances present companies 
and public institutions with ever-changing 
challenges. 

To effectively counter a wide range of 
threats, Securepoint relies on the princi-
ple of “unified security.” This means that 
different, complementary, and reinfor-
cing protective measures are combined 
layer by layer to create a holistic defense 
mechanism.

Network protection with a UTM 
firewall is an important compo-
nent of unified security. 

Smart solution for medical
practices: TI proxy & TI gateway
The Securepoint firewall enables direct 
connection to the telematics infrastructure 
via a TI gateway — without any additio-
nal hardware connectors. The TI proxy in 
the firewall translates special protocols 
from card terminals, ensuring a secure, un-
complicated connection to the TI gateway.

UTM firewall hardware
Depending on your needs, various hard-
ware models are available for purchase, 
rental, virtual use, and as a managed ser-
vice.

From the small Black Dwarf to the large 
RC2000RR, people in large and small 
networks are reliably protected against 
viruses, Trojans, and spam. The high-per-
formance, future-proof hardware and our 
security software developed in Germany 
have received multiple awards for their 
performance.

Integrated
VPN client
Also included: the Securepoint 
VPN solution for encrypted 
connections.

Guaranteed to be 
without backdoors
Software development in 
Germany and without hidden 
access points.
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Highlights at a glance

Easy
• Central cloud management
• Start-up wizard
• German support
• Intuitive operation
• Training courses
• Flexible licensing models

Fast
• 64-bit architecture
• Powerful hardware
• Real-time updates
• Bandwidth management
• Fiber optic optional
• Advance replacement

Secure
• Protection against ransomware 

and viruses
• Secure VPN
• No backdoors
• Developed in-house in Germany
• German cloud locations
• Expert support

UTM firewalls are the all-rounders of IT se-
curity. They monitor and control data traf-
fic when surfing and emailing, manage ro-
les and rights in the network, and enable 
remote workstations or branch offices to 
connect securely to the company network. 
Management and updates are carried out 
centrally.

Easy administration

• Cluster configuration: The new wi-
zard simplifies the setup and manage-
ment of multiple firewalls.

• VPN connections: Adaptive Secure 
Connect (ASC) makes setup particular-
ly fast.

• Zero-touch enrollment: Firewalls 
can be conveniently put into operation 
remotely.


