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CENTRALLY MANAGE MOBILE DEVICES

MOBILE DEVICE
MANAGEMENT




FLEXIBLE CONTROL OF
MOBILE DEVICES

MOBILE DEVICE MANAGEMENT

BY SECUREPOINT.

Manage mobile devices

Device management via the
central Securepoint online

portal

Modern device management -
secure, flexible, and efficient
Managing and securing company cell
phones and tablets is a key task for every
IT department. With our Mobile Device
Management (MDM) for Android and
iOS/iPadOS, we offer a new level of ef-
ficiency and userfriendliness.

Zero-touch enrollment

Zero-touch enrollment for iOS devices re-
volutionizes device setup: users, apps,
and profiles can be assigned to each de-
vice before it is even shipped. Once the
hardware has been registered by the
reseller in Apple Business Manager
(ABM), configuration takes place online.
Users receive the smartphone or tablet in
its original packaging directly on their
desk — the unboxing experience is preser-
ved and the preparation effort is reduced
to a minimum.

Secure authentication and

quick commissioning

After switching on for the first time, users
authenticate themselves securely and con-
veniently using a PIN. The device then au-
tomatically downloads the corresponding
profile with all previously defined restricti-
ons and the appropriate apps. No more

Control over apps

Restrict or share
applications individually

and for groups

time-consuming manual setup — every-
thing runs automatically, securely, and
user-friendly.

Seamless integration into

existing systems

The current MDM version also allows syn-
chronization of users from the Microsoft
cloud (Entra ID). This means that user ac-
counts can be imported directly, further
simplifying administration and enabling
rapid provisioning of new devices and
access.
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For Apple and Android
Compatible with current iOS,
iPadOS, and Android

operating systems

Preconfigure apps -

be productive from day one
Whether Outlook, Threema, Zoom, or
Slack: many applications shape our ever-
yday working lives. MDM allows these
and many other apps to be configured
with the appropriate settings before deli-
very. This means that devices are ready
for use straight out of the box—without
any additional configuration effort for IT
or end users.

Reassign devices flexibly and
securely

The MDM has also greatly simplified the
process of recommissioning existing de-
vices, for example when there is a
change in personnel. Assignment to new
users is carried out entirely remotely, wi-
thout the need to physically touch the end
device. This saves time, reduces costs,
and minimizes downtime.

Security and control - even if lost
Location and deletion functions help to
track down devices if they are lost and to
back up or delete the data they contain.
This ensures that sensitive information is
protected at all times.

Bring your own device
Enables separate private

and professional use of
devices (BYOD)

When migrating from other MDM sys-
tems to Securepoint Mobile Device Ma-
nagement, Apple devices no longer need
to be reset.

System requirements
The current system requirements for Secu-
repoint Mobile Device Management

(MDM) can be found at:

securepoint.de/mobile-requirements

Unified Endpoint Protection:
The ideal combination

Mobile Device Management is part
of Unified Endpoint Protection. This
solution package provides access to
a growing combination of security

solutions with a single license.
Currently, the license includes the
VPN client for Windows devices,

Cloud Shield, and Mobile Device
Management.
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PERFECT FOR SCHOOLS

Making digitization secure and
easy

The digitization of school education po-
ses particular challenges: data protection
and youth protection must be fully gua-
ranteed, and applications and devices
must be easy to manage. Our MDM pro-
vides schools with optimal support—with
features specially developed for the edu-
cation sector.

Apple School Manager, Classroom
apps, and shared iPads

Securepoint MDM supports Apple School
Manager, Classroom apps, and shared
iPads. This allows teachers and students
to easily use their own or shared devices.
All settings, permissions, and apps are
managed centrally via an intuitive inter-
face—for individual users, specific
groups, or the entire school.

Secure administration

New devices can be added easily and
intuitively—perfect for growing schools
and changing classes. As in business, the
same applies in schools: devices can be
issued directly to students by the retailer.
After entering a PIN, the device configu-
res itself automatically—including all ne-
cessary restrictions, filters, and apps. This
preserves the unboxing experience and
reduces the burden on IT.
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Flexible filters and youth
protection

MDM enables the creation of location-ba-
sed profiles that allow for different usage
at home and at school—for example,
messenger apps may only be used outsi-
de of school. This ensures optimal data
protection and youth protection.
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Solution
Rating

Company
Rating

Excellent solution

Securepoint MDM has been named
champion in the “MDM/EMM/
UEM” category of the independent
techconsult study “Professional User
Rating Security Solutions” on multiple
occasions.
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