
CLOUD SHIELD
PROTECTION FOR NETWORKS AND DEVICES



Presented by your Securepoint partnerSecurepoint GmbH
Bleckeder Landstrasse 28
21337 Lueneburg
GERMANY

Tel.: +49 (0)4131 / 24010
info@securepoint.de • www.securepoint.de

Su
bj

ec
t t

o 
ch

an
ge

s 
an

d 
er

ro
rs

. L
as

t u
pd

at
e:

 O
ct

 1
7,

 2
02

5

Highlights at a glance

• Protection for networks and 
devices

• DNS check and encrypted 
connections

• Firewall, filter, and Geo-IP 
blocking

• Parental controls and blocking 
functions

• Management via online portal

•  Content categories make it easy to 
restrict services and websites, e.g., 
for youth protection in the company. 
Individual addresses can be 
approved if necessary.

•  Geo-IP blocking blocks connections 
to selected countries and prevents 
data leaks and attacks from these 
regions.

Everything easily online
Secure new devices with Cloud Shield, 
define Geo-IP blocking, or configure filter 
settings: there is an easy-to-use online 
portal for all of this. Here you can activa-
te logging and view statistics on blocked 
attacks.

Cloud Shield secures entire networks or 
individual devices with just a few clicks 
and offers features that are otherwise 
only found in UTM firewalls. The secret to 
its effectiveness: All DNS traffic runs 
through secure Securepoint servers, whe-
re dangerous connections are immediate-
ly blocked – keeping Trojans inactive and 
users away from phishing sites. Since 
every request is filtered, even smart TVs 
and network printers are protected.

Security through encrypted 
connections
For true internet security, Cloud Shield 
works directly at the domain name system 
(DNS) level. This is the internet's address 
database, which translates a web ad-
dress into a machine address, enabling 
access to the content of the website or 
app. Cloud Shield ensures that every ad-
dress is checked against a constantly 
updated security database before it is vi-
sited. This database stores fake, compro-
mised, or otherwise risky web addresses. 
If the address is secure, an encrypted 
connection is established so that no data 
can be intercepted during transfer.

Cloud Shield provides firewall
capabilities for all
Protection against online threats, custom 
content filters, and rules for geo-IP 
blocking make Cloud Shield a powerful 
solution for simple internet security.


