Securepoint Mobile Security

Device Protection and Mobile Device Management

Best manufacturers

Mobile

protection.

Device Protection — surf safely

Makes mobile devices as secure on the road as
they are within the company network, removes
malicious code, blocks dangerous URLs and
enforces company policies.

Only encrypted connections

When a mobile device leaves the secure
company WLAN, it establishes an encrypted
connection to geo-redundant cloud firewalls,
protecting it even in unsecured/public WLANSs.
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Mobile Device Management

For schools, companies and government
agencies: Administer mobile devices from the
comfort of a central web interface, managing
apps, functions and user profiles.

Simplest implementation

The cloud solution is ready for deployment
immediately and can be activated in just a
matter of minutes. The enrolment process has
deliberately been kept simple and intuitive.
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Device Protection - cloud firewall for mobile devices

Perfect combination for mobile security

More and more smartphones, tablets and notebooks are
being used in education and as mobile workstations.
Often, this voids all of the protective mechanisms of a
secure network (UTM firewall, network virus scanner,
etc.) along with company policies. In a worst case
scenario, when employees with mobile end-user devices
leave the company network, the company loses control
completely.

Securepoint Mobile Security combines the powerful
Mobile Device Management (MDM) with the security
of the cloud-based Securepoint NextGen UTM
Firewall. This combination returns comprehensive control
of mobile end-user devices to IT administrators in schools
and businesses.
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In the independent study “Professional
User Rating Security Solutions 2021”
(PUR-S), Securepoint was crowned
champion in the “MDM / EMM / UEM”
category. Conducting this study for the
fifth time, analysis company
techconsult asked more than 2,000
users were asked about IT security
manufacturers and their solutions.
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Device Protection — Cloud Firewall

As soon as a mobile device leaves the organisation’s own
secure WLAN, all data traffic is encrypted and diverted via
VPN to the high-availability Securepoint NextGen Cloud
Firewall Cluster. This ensures that communication and
surfing remain secure, even in public and unsecured
WLANS. Port filter rules implement company policies for
mobile end-user devices. In addition, the integrated web
security prevents access to dangerous webpages,
malicious code, etc. within data transmission, regardless
of the device.

Securepoint Mobile Security provides genuine
security for Android and iOS/iPadOS devices.
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Mobile Device Management (MDM)

Geratedetails i

Securepoint Mobile Security — device details

Mobile Security — Device Protection

m Secure internet traffic, even in public and unencrypted
WLANS

m Control over websites (+SSL) and services

® Provider-independent

m Zero-hour protection — malware (incl. crypto trojans),
drive-by downloads, phishing and advanced persistent
threats

m Georedundant access points guaranteed in Germany

m Device-independent protection (TCP/IP)

m Protects smartphones, tablets and notebooks

m Genuine protection for iOS/iPadOS and Android
devices

m SME-optimised security solution

Mobile Device Management for companies,
schools and government agencies

Using the Mobile Device Management web interface,
settings and restrictions can be collated, defined and
transferred to the devices. Finding, locating and wiping
lost devices is also possible. Apps can easily be installed,
deleted or blocked. Depending on the type of device,
extensive restrictions can be implemented (e.g. for
cameras, messenger apps, app stores, etc.).

Implemented restrictions per device are visualised in the
admin portal. The solution is available for Android and
iOS/iPadOS  devices. User- 0
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Mobile Device Management (MDM)

m Central administration via web interface

m Define settings, e.g. for camera, passwords and more

® Find, block and wipe lost devices

® Email and WLAN management

m Google Android Enterprise incl. Work Containers

m Manage Google accounts, app notifications and
wallpapers via iOS profiles

m Apple DEP (Device Enrollment Program) and
VPP (Volume Purchase Program)

m Supports Apple School Manager, Classroom app and
shared iPads

m Fully hosted and maintained by Securepoint

Functions may vary depending on operating system and manufacturer




EU GDPR Compliance

Analysis and reports Mobile Security and data protection

Until now, it has only been possible for a company to In accordance with the provisions of the European

analyse data traffic and see what categories of website General Data Protection Regulation (EU GDPR), data

have been visited or blocked within its own network. loss and data breaches can result in severe financial
penalties (fines of up to 20 million euros or 4% of a

Securepoint Mobile Security provides the best analytical company’s global annual turnover).

capabilities and allows administrators to navigate results

in real time. The integrated pseudonymisation means that With Securepoint Mobile Security, you can reliably

identifiable user data can be hidden for this analysis, in safeguard your mobile end-user devices. All data

compliance with the EU GDPR. traffic is diverted, fully encrypted, to German data

centres for monitoring by Securepoint NextGen Cloud
Firewalls. The encryption ensures the protection of
your data, even in public and unencrypted WLANS.
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misuse of data.

System requirements

You can find the current system requirements for
Securepoint Mobile Security — Device Protection and
Mobile Device Management (MDM) online at:
www.securepoint.de/mobile-requirements-en

Subject to change without notice. Errors & omissions excepted. Date of issue: 13.07.2021
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