Mobile Device Management

Administer and secure mobile end-user devices in schools and companies
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Configure and administer devices

Easily transfer preconfigured profiles with fixed
permissions to new devices, saving
administrative effort.

Manage apps and functions

The selection of apps and device functions
(e.g. camera) can be individually tailored with
permissions management.
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Best price-performance ratio

With user-based billing, MDM offers IT service
providers an outstanding price-performance
ratio.

Simplest implementation

The cloud solution can be activated and ready
for deployment in just a matter of minutes.
Adding new devices is simple and intuitive.
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Securepoint Mobile Device Management (MDM)

Simple management of mobile end-user devices
Securepoint offers a powerful and easy to operate
solution for companies and schools that want to retain
control over mobile IT and implement security standards:
Mobile Device Management (MDM). Centrally administer
mobile end-user devices such as tablets and
smartphones remotely.

Apps, settings and restrictions can be defined for
individual devices and users as well as on a group basis,
and applied to the devices, using the cloud-based MDM
system’s web interface. Location and deletion
functionality assist in finding lost devices and securing
data.

Mobile Device Management and data protection
In accordance with the provisions of the European
General Data Protection Regulation (EU GDPR), data
loss and data breaches can result in severe financial
penalties (fines of up to 20 million euros or 4% of a
company’s global annual turnover). With Securepoint
Mobile Device Management, your
mobile end-user devices are
reliably safeguarded. Should a
device be lost or stolen, you can
locate, block or completely wipe it
using the web interface, thereby
preventing the misuse of data.
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Ideal for Android and iOS/iPadOS devices
The solution is available for Android as well as for iOS/
iPadOS devices.

Range of functions*:

m Google Android Enterprise incl. Work Containers

m Manage Google accounts, app notifications and
wallpapers via iOS profiles

® Apple DEP (Device Enrollment Program) and
VPP (Volume Purchase Program)

m Supports Apple School Manager, Classroom app and
shared iPads

m Settings and restrictions as a profile

m App audit/installation

®m Email and WLAN management

m Control mobile devices remotely

m Specify device settings including camera, passwords,
storage encryption and much more

® [mplemented restrictions per device are visualised in
the admin portal

® Find, block and wipe lost devices

m Central administration via web interface

m Fully hosted and maintained by Securepoint

*Functions may vary depending on operating system and manufacturer

System requirements

You can find the current system requirements for
Securepoint Mobile Security — Device Protection and
Mobile Device Management online at:
www.securepoint.de/mobile-requirements-en

System vendor/Partner:

Subject to change without notice. Errors & omissions excepted. Date of issue: 13.07.2021

IT-Security made in Germany



