VPN IPSec Connections

Securepoint Security Systems

Version 2007nx Release 3

‘O SECUREPOINT



VPN IPSec Connections Version 2007nx Release 3

Content
1 Site-to-Site with pre-shared key (PSK) and static IP addresses...........cccceeevveeeveiiviiinnnnnn. 3
2  Site-to-Site with PSK, dynamic IP addresses and DynDNS..............cccooeiiieee, 4
3  Site-to-Site with PSK, one static and one dynamic IP address ........cccooeveeevvviiiiiiiiiineeennn, 5
4  Roadwarrior connection with PSK and Greenbow VPN client............ccccoeviiiiininnneeeins 6
5 Roadwarrior connection with certificate and Greenbow VPN client................cccoeeeeee. 7
6 Roadwarrior L2TP connection for Windows XP or Windows Vista with certificate........... 8
6.1  Vista Without Client-Side NAT ... .o e e e e e e e eeeees 8
6.2 Vista With ClIeNt-SIde NAT ......oiiiiiiiiiiiiiiieieeeeeeee et 9
7 Description Of the VAIUES ........cooeeieeeeeeeee 10
7.1 Phase 1 Main MOOE ........coouviiiiiiiiiiiiiiiiiiiiiiiiiieeee ettt e e e e e e eeeees 10
7.2  Phase 2 QUICK MOOE ........uuiiiiiiiii i e et s e e e e e et a s e e e aaeeeanne 12




VPN IPSec Connections

Version 2007nx Release 3

1 Site-to-Site with pre-shared key (PSK) and static IP addresses
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fig. 1 site-to-site with PSK and static IPs at both firewalls
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fig. 2 Phase 1 - left firewall
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fig. 3 Phase 2 - left firewall
no entry in section L2TP
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fig. 4 Phase 1 - right firewall
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fig. 5 Phase 2 - right firewall
no entry in section L2TP
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2 Site-to-Site with PSK, dynamic IP addresses and DynDNS
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fig. 6 site-to-site with PSK and dynamic IP addresses
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fig. 7 Phase 1 - left firewall fig. 9 Phase 1 - right firewall
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fig. 8 Phase 1 - left firewall fig. 10 Phase 2 - right firewall
no entry in section L2TP no entry in section L2TP
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3 Site-to-Site with PSK, one static and one dynamic IP address
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fig. 11 site-to-site with PSK - left static IP, right dynamic IP
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fig. 12 Phase 1 - left Firewall (static IP) fig. 14 Phase 1 - right firewall (dynamic IP)
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4 Roadwarrior connection with PSK and Greenbow VPN client
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fig. 16 Roadwarrior connection with assigned tunnel IP and PSK

Authentication md

IKE lite:

Keyingtries Three times

R
T

Local gatewway = Start
Local gateway 1D |ethU M automatically
Foute aver gateway l:l B:;‘jcﬁsﬁ' a
Fiemaote host/gatew. |am' M DynDins Mame []
Remote host/gatew. 1D |U-U-U 0 M
@ Local key |.l.n.n.n |
O Local cerificate | | Advanced
IKE
Encrytion 3des Stict [

Save configuration

fig. 17 Phase 1 - firewall

ick Mode [left.securepoint.local=Roadwarrior]

—Mative IPzec

Remate Met / Mask

]
Madify Delete New
— ESP
Encrytion | 3des M
Authentication | md5 M
PFS
KeyLife E ] Hour

fig. 18 Phase 21 firewall
no entry in section L2TP
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5 Roadwarrior connection with certificate and Greenbow VPN
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