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Product Overview Securepoint 10

Product Overview

This manual applies to the following products:

VPN-Product

Terra VPN-Gateway

The Terra VPN-Gateway has less functions than the Securepoint UTM products.

These limitations affect the functions of the applications proxies, virus scanner, spam filter
and content filter.

If you purchase the Terra VPN-Gateway, you can easily upgrade to the Securepoint UTM
product with a registration key. At this yearly update costs are incurred. For further informa-

tion contact our sales department: vertrieb@securepoint.de

UTM Products

— Terra UTM-Gateway

— Piranja

- RC100

- RC200

- RC300

- RC310

- RC400

- RC410

— Securepoint 10 for Modular Server

— Securepoint 10 for VMware

All Securepoint UTM products have the full UTM function volume.

Securepoint
Security Solutions 2


mailto:vertrieb@securepoint.de

Securepoint 10

Content

PrOUCT OVEIVIEW ... 2
VPN-PIOUUCT ... 2
UTIM PIOUUCES ...ttt e e e e e e e e e e e e e e e e s 2

R o1 o To [0 Tox i o] o DO PP PP PP P PP PP PPPPPPR PPN 11
Part 1 The Administration INtErface ... 12
P I 4T3 Y o] o] = g [T PSP PP PPPPPPPPPPPPI 13
3 Positioning the APPHANCE.........cii i a e e aaane 14
3.1 Piranja and RC 100 .......ccooiiiiiiiiiiie e e e e e e e e e 14
3.2 REC 200 ..ttt e e e e e e et et eaeara s 15
3.3 REC B00 i et e e e e e e e e e e 15
B4 REC OO0 ... et a e a e e e nn s 16

4 AdMINISration INTEITACE .........uuiiiiiiiiiiiii bbb neeeennee 17
4.1 Connecting the APPHANCE .......cooo i 17
4.2  System Requirements for Client COMPULET ..........coooeieiiiiieiieen 18

5  SeCUrepPOINt COCKPIT. .....etttiiiiiiiiiiiiieiitiiit ettt ettt ettt ettt e et e e e e e e e e e e e e e e e eeeeeeees 18
5.1 NAVIQAtiON Bar.......ooooiiiiiiiii e s e e e e et s s e e e e e e ettt e e e e aaeaaaaae 19
5.2 LICBISE ittt e et a e e e 19
oG T V1 1 = o P 20
5.4 SEIVICE SEALUS .....eiiiiiiiiiiiiittee ettt e et e e e e e et e e e e e e 21
DD APPIBNCE .t e e e aaaaaaaae 23
5.6 INEEITACES ... e 23
T A | =T = o PSPPSR 24
5.8 DOWNIOAUS ... ..o e e e e e e et eaaaaaaane 24
5.9 SPUVA USET ..ottt e et e e e e e e eennne 24
5.00  SSOH U S aeraans 25
5.11 Web INterface USEI ........uuuiiiiiiiiiiiii e 25
5.12 DHOECP LEASE.... oo eiiieeeiiiiei ettt e et e e ennne 25
5.13  Interface TraffiC........ ..o 26

Securepoint
Security Solutions 3



Securepoint 10

5.13.1  Traffic SEtiNGS.....ccooiiiiiiiiiii 26
5.13.2 Traffic Details und Traffic ZOOM ... 27
5.14  SHOW HEIP .. 28
5.15  AdMINISIIALOr P ... e et a s e e e e e e et a e e e e e e e eeenee 28
D516 REITESN e e et aaeaeaaee 28
MeENU CONFIQUIALION ... 29
6.1  Configuration ManagemeENnt............uiiiiiieiiiiiiiiii e e et e e e e eaeeaaaane 30
6.1.1  Save Configuration ............uuciiiii i 31
6.1.2 IMPOIt CONFIQUIALION ...t 32
6.2  REDOOL SYSEIM ... e e e e et e s e e e e e e e ettt eeaaeaaanee 32
6.3  Halt System ... 32
6.4 FACtOry DEFAUILS. ... .. 32
LRI o o [o 11 | PP PP PRRRPPPPPPPTN 32
LT T T AN = o T 4 <SPPSR 33
7.1 SEIVEI PrOPEITIES ... ittt 34
T. 11 SEIVEr SEHINGS ..cceeiiiiiieeeee et 34
4% A o 141131 = L1 [ U 35
70,3 SYSI00 i e a e 36
714 SNMP 37
7.1.5 Monitor Agent (AMAoSoft V4 AQENL) .....cooviiiiiiiiii e 38
7.1.6  ClUStEr SEiNGS ...cooeiiiiiiiiii e 39
7.2 Network ConfigUuration ..........coiiiiiiiiiiii et e e e e e ear e e e e e eaaaanes 40
7.2.1 T L= =TT 40
7.2.1.1 Add eth INterfaCe.......cuuueiiii e 42
7.2.1.2 Add VLAN INEITACE ..vviiiii e e e e 43
7 e T o (o N o o I e 101 (= o = T = 45
7.2.1.4 Add PPPOE INEITACE .....uiii i e s 46
7.2.1.5 VDSL Interface hinzuflgen ........ ... a7
7.2.1.6 Add CIUSLEN INLEITACE ...u.eiieie e aaans 48
7.2.1.7 Edit or Delete an INterface ............uuiiiiiiiiiiii e 50
7.2.2 ROUTING ettt 50
7.2.2.1 Edit Or Delete ROULES .......ccoiieiiieiiiiiee e 51
7.2.2.2 Add Default ROULE...........ooiiiieee e 51
Securepoint

Security Solutions 4



Securepoint 10

e T Ao [0 N oo 11 = 52
7.2.3 1S I o 0 1Y/ = 53
7.2.3.1 Edit or Delete DSL ProVider ...........uiiiiiiiiiieiees e 53
7.2.3.2 DSL Provider Create.......ccciiieeiiiieeiiee et e e e 54
T.2.4  DYNDNS ..o 55
7.2.4.1 Create or Edit a DYNDNS ENtrY....cuvuiiiiiiiiiieeiicee e 56
7.2.4.2 Delete @ DYNDNS ENY ..oouiiiiiiiiiiiiiiiiiiiieiieieieiiiieieeeinnneeeneesssesnnsneneeennennenes 56
T.25  DHCP o 57
7.2.6  DHCP REIAY ....ccoeeeeeeeeeeeeeeee e 58
50 T4 o | 1= P 59
A S 1= (1Yo T4 G o To | S 60
7.4.1 L OOKUD .+ttt 60
TA2  PING i 61
7.4.3 ROULING TaDIE ..ottt 62
MENU FIFEWAL ....evee et e e e e et e s e e e e e e e e ee b e e e e aeaeennnes 63

S 700 R = o T 1 {11 (= PP 64
8.1.1 Create RUIE ... e e e et eereans 67
8.1.1.1 INfODOX FUNCLION ....cooeiiiiiiii e 68

S 0 2 1= 1o T 00T 69
8.1.1.3 Tab DESCIIPLON....c.iiiiiiiiee e e e e e e 69
8.1.2  Create RUIE GrOUP.......cooviiiiiiiiii 70
8.1.3  Organize RUIES aNd GIOUPS ......ccciviiiiiiiiiie e 71

S 2 [0 [0 N 72
8.3 POt FOrWArdiNg .......covviiiiiii i e e e s e e e e e e e et at e e e e e e e eaaaaee 74
8.3.1 POrt FOrWarding .........ouueoiiieiii e 75
8.3.2 POrt TranSIatioN ......c.uuiii e e 76
B4 SEIVICES . .ciiiiiii it e e e e et eaaaeerat e aaaaaanne 77
8.4.1 Delete and Edit SEIVICES..........cuuiiiiiii e 77
8.4.2 Services INfOrmMation ........occiiiii e e 78
B.4.3 AU SBIVICE...uue i 79
ST T S =T oY ol €] o 11 ] LSRR 80
8.5.1 Edit EXiStiNg SErvICe GIrOUPS ....cevuuuiiiieeeeeieiiiiiae e e ee e e e e e e e 81
8.5.2  Create NEeW ServiCe GIrOUP ........ccuuuiiiiiiiiiiiiiiiiiee e 82
8.6  NEtWOrK ODJECES ...uniiiiii e e e e e e e aaaas 83

Securepoint

Security Solutions 5



Securepoint 10

8.6.1 Network Object INFOrMaLIoN .............uuueeiieiiiiiiiiiiiiie e 84
8.6.2 AU HOSUNEL ......uuiiiiiiiiiiiii e 85
8.6.3 Add VPN HOSH/NEL......eeeiiiieeee e e e e e e 86
8.6.4  AUU USET ... 86
8.6.5 A INtEITACE .....ccoeiiiiiiiiiee 87
8.7  NEWOIK GIOUPS.....oeeeiiiiiieiieeee ettt e e e e e e e ettt e s e e e e e e e e e ettt e e s e e eeaeesatetaaaaaaeaeeeennnes 88
8.7.1 Network Object INformation ..........ccccooieiiiiiiic e 89
8.7.2 Network Group INfOrM@tION ...........ueeeieiiiiiiiiiiiiiiiii e 89
MENU APPHICALIONS ... 90
0.1 HTTP PrOXY ettt e et e ettt e e et et e e e eta e aaeeenns 91
9.1.1  GeNEraAl .o 91
S IR Y 41 U T3 Yo T o] o1 Vo USSP 93
9.1.3 (O I = U 94
9.1.4  BIOCK EXIENSIONS ....eeeiiiiiiiiiiiiiiiiee et e e e e 96
9.1.5 BlOCK APPIICALIONS. ... ettt beeeeenennneee 97
9.1.6  Content Filter....cccoiiiiiiie 98
9.1.6.1 BIAcKIist CateQOIi€S .....uuuiiiiieeiiiieiiiiee e e e e e e e 98
S R LG T VAV o T1 (=] PR 99
O.1.6.2. 1 USEI ettt e e e et eeeaaans 99
9.1.6.2.2 1P AAAIESSES .....ccoiiiiiiiiiiieeeee 100
9.1.6.2.3  WEDSITES ... 101
9.1.7 BaNOWIOLN ... 102
S T O ] BN . 0 )Y P 103
0.3 MAUI REIAY ... 104
9.3.1  GENEraAl.ccoiiiiiii 105
9.3.2 REIAYING vt 106
9.3.3 MBI ROULING . ...ttt 108
S IR S €1 (=) 1) (1 o PP URPPPPPRPPIR 110
9.3.4.1 Whitelist IP addreSs / Net..........uuuuuuuiuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiinnnneneeeeeeneanes 111
9.3.4.2 WHNIteliSte DOMAINS ......euuiiieiiiiiiiiiiiiniieneeieeee e eeeneeeennnnne 112
9.3.4.3 Whitelist E-mail RECIPIENTS........ouuiiiiii e 113
9.3.4.4 Whitelist E-mail SENAET...........uuuuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieiiieeeeeeeeeeeeeeeeenee 113
9.3.5 Do) g F= 1T LY/ =T o] o1 o P 114
0.3.6  AVANCEM ... 115
0.3.6.1 GreetiNg PaAUSE ......cccviiii ettt e et e et e e e e e e et e e e et e eaees 116
Securepoint

Security Solutions 6



Securepoint 10

9.3.6.2 ReCIPIeNt FIOOTING .. ..vvviiiiiiiiiiiiiiiiie e 116
9.3.6.3 Limit max number of reCipients ............coovvveiiiiii i 116
O0.3.6.4  LimMit CONNECIIONS ...eeiieeeee ettt ettt et et et e e e e e e e e eenaenns 116
L RIS =1 (<Y X ] 011 (0 | 116
9.4 Spam Filter PrOPEertiES ........uuuiiiiiiiiiiiiiiii e 117
94.1 (1] ] = | ORI 117
9.4.2 PN ne= Yo 10 1= o 1A T = T 119
9.4.3 A AT U ESTSTor= 1 o F TP 121
9.4.4 SMTP S INGS oo e e 122
9.45 SMTP AGVANCED. ... oeeiieiie ittt e e et r e et et e et s e e eraseaees 123
9.4.6 @] ST =Y 11T 1R 124
0.5 VN C RO PO ettt 125
9.5.1 (T aT=1 1= | PRI 125
9.5.2 VINC SEIVEE ID . e e e 126
9.5.3 Y LGRS Y=T V=T I = 126
0.6 VO P PlrOXY it 127
9.6.1 (T aT=1 1= | PRI 127
9.6.2 (g 0}V 0 (=] GO 128
S TR A | 1 ST 129
9.8 N T ST V=] 130
0.9  SBIVICE SEATUS ..eeniie ettt 131
10 IMIEINU VPN Lo 132
101 IPSEC WIZAIA ... e ettt et e e eaens 133
O O R Y1 (=T (0 IR L (< PP 133
10.1.2 Site-to-End (ROAAWAITION) .....uuuiiiiieceiiieiiee et e e e e eaaees 136
10.1.2.1  NALVE [P S .. e 137
FO.1.2. 1.0 TKEV L.t 138
F0.1.2.0.2  IKEV ..o oo e et 139
B0.0. 2.2 L2 P e 140
O | T Yo €1 (o] o = | £ PR 142
10.2.1  General SeliNGS ... . it aaeeaaee 142
10.2.2  IKE V2 e e e e e e e e 143
B0.3 TP S et 144
O G 200 R o [ A @01 [ (=1 1] o T 144
Securepoint

Security Solutions 7



Securepoint 10

FO.3.0.1  PRASE Lo 144
J0.3.0.2  PASE 2. ettt 146
BI04 L2 P e 147
B0, PP T P e 149
F0.6 SO VPN e 151
11 [V TSY TSI E =Y g (o= 1[0 TP 152
O O 1= T 153
11.1.1  Add USEN Tabh GENETAL.....uiieiiieiee ettt ettt et e e et e e e e e e e e eaans 154
11.1.2 A USEE TAD VPN ..o e e 155
11.1.3  Add USEr Tab VPN CHENTE ..cenieeeeeeee e 156
11.1.4 Add User Tab Spam Filter ........ccooo i 157
11.1.5  Add USEE Tabh EXIrAS ..ouiieiiieieeee ettt e e e e 158
11.2.6 A USEE TAD WOL ...ceieieeeeeee ettt enaeen 159
11.2  EXternal AUTNENTICATION . ...ee ettt ettt et e et e e e e e e aenns 160
T2.2. 0 RABIUS e e e 160
I O T D 7 N e Y=Y Y= 161
2 T (=1 4 o 1] (0 1P 162
I T 01T ¢ 1] {or= 1 (=TT 163
I T T R O = | T 5 2 164
11.3.2  Create CrtfiCAtES ... cueeeeeee e ettt e e enaeen 165
11.3.3  Import CA and CertifiCate...........cooeeeeeeeeeeeeeeee e 166
11.3.4 Export CA and CertifiCate ......coeiiieiiiiiiiiie e 166
11.3.5 Download SSL-VPN CHENT ..o 167
11.3.6 Delete CA and CertifiCAE .....veueeeee e 168
10,37 A GRS oottt 169
12 1Y [T LU I 1= T 170
2 R O I TR 171
12,00 CLILOQ. it 171
12.1.2  CLI SENA COMMAN ....oeieeeee ettt et et e e e e e e e eenees 172
I U o T = (T PPN 173
12.2.1  Update the FIreWall..........coooooieeoeeeeeeeeee e 173
12.2.2 Update Virus Pattern Database .............coooiiiiiiiii e 174
G B O g = o T 11 (oo TR 174
Securepoint

Security Solutions 8



Securepoint 10

D S LT L3 1 = 1[0 o 175
12.5 MANAGE COCKPIT. .. .eueueerineirtniiiieeeeeieeeeeeeb bbb eeesnsnnnnnes 176
12.6  AQVANCEA SEULINGS ... ututetteeiiniiittiiieeeeeeiaeeeeeeeebe bbb bbb eeebseebebebsbseebenennsnnnnnnnes 177
L12.6.1  BULIONS .ttt e et e ettt a e e e e aa s 177
12.6.2  IPSEC....uiiiiiiiiiiie e 178
12.6.3  POIIEE ... 179
D2 G I - 111 TSP 180
12.6.5 TeMPIALES... oo e e e e aaaae 181
12.6.6  VArIADIES ... 182
12.6.7  WERDSEIVET ... 183
12.7  REMTESH Al 184
12.8 RETESN COCKPIT ... ettt esnenannnes 184
13 MENU LIVE LOQ. et etiiiiiiiiiiieieeee ettt ettt ettt e e eeees 185
R S = 1 Y= 1 T PRSP 186
13.2 SEArCh fUNCHION......coiiiii e 186
R T I T o TS T =Y 1 1] o [PPSR 187
13.4 Details 0f 8 LOG MESSAQE ....oeeeiiiiieiiiiiee e e e 188
135 RAW DA, i ciiiiiiiii e 189
13.6 Colored Labeling of the Service in the Live LOg ..........ccooovciiiiiiiiiiiiiiiiiiieee, 190
Part 2 USEer INTEITACE. .........ooviiiiiiiiiiiiiieiieeeeeeeeeeeeeeeeeeee et 191
14 LOQIN USEI INTEITACE ...cuviiii e e e et e e e e e e eanees 192
14.1 The User Interface SECHONS..........ccuuiiiiiiieee e 193
14.2  CRANQGE PASSWOIT ......uuiiiiiiiiiiiiiiiiiiiieiiieiieeieieeebeeeeeeeeee e bbeeseeseebebbeeeeeeeeeseennenees 194
14.3 Download SSL-VPN ClENT ......uuiiiiiiiiiiiiiiiiiiiiiiieiiiiiiiiieiieeeeieeeneeeeeseeneeeeneeneenaeeee 195
144 SPAMTITET ..ottt 196
14.4.1 Overview over the spam filter interface ...........cccoeeeeeie, 196
14.4.2 Columns of the Table.......ccooooiiii 198
14.4.3 Details of an E-mMall.........ccoooiieiiiie 199
14.4.4 Actiononthe Tab Ham ... 200
14.45 Action onthe Tab SPam ... e 201
14.4.6 Actions onthe Tab Trash ... 202
14.4.7  TAD SEALSHIC. ..o e 203

Securepoint
Security Solutions 9



Securepoint 10

I A O 1= U SSRPPPPPRPN 203
14.4.7.2 Tab GeNeral.......cccuiiiiiiiii i 204
L4.4.7.3 TAD VIFUS oottt e s e e e e e e e eatte e aeeeeaeeeanees 204
14.47.4 Tab Top Level DOMAIN......ccccciiiiiiiiici et e e e aaaees 205

I Y U Y N 1 o 11 o 206
14.6  WAKE ON LAN Lottt 207
14.7 DOWNIOAA SECHION .....uutiieiiiiiiiiiitiitieeeeteeet bbb nnesnsnnnnnes 208
15 Zone Concept of the Securepoint Firewall............cccocooeiiiiiiiiiii e, 209

Securepoint

Security Solutions 10



1 Introduction Securepoint 10

1 Introduction

The internet is an ubiquitous information and communication medium in our time. Often
the computer or the network is permanent connected to the internet, because a lot of
businesses are executed online.

It is mostly disregarded that the internet must be seen as a security risk. This is especial-
ly critical, if confidential data are stored on the systems. The security of these data can-
not be guaranteed. The information could be spied out or may be irrevocable lost by a

computer virus.

Software firewalls, which are installed on the computer,d on 6t meet requirements
cause the dangerous programs are already in the net.

A system is demanded, which is positioned between the internet and the local network,

to guard the network against destructive programs and to control the communication with

the internet.

The Securepoint Unified Threat Management (UTM) offers a complete solution with
comprehensive safety measures in respect of network-, web- and e-mail security. The
appliance offers firewall-, IDS- and VPN-functionality, proxies, automatic virus scanning,
web content- and spam-filtering, clustering, high availability und multipath routing func-
tionality. It provides several authentication methods and encrypted access to the net-
work.

The combination of these functions in one system minimizes the administrative and inte-
grative complexity in contrast to individual solutions.

The appliance is administrated with a clearly structured web-interface.

The Securepoint UTM solution is available as a pure software version or as sundry ap-
pliances which are especially adapted to the requests. The solutions vary from home
office and small office networks to great company networks with several hundred com-

puters.
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The Administration Interface
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2 The Appliances

The firewall software is installed on hardware, which is especially designed for the purpose of

network protection. The portfolio of Securepoint contains 7 appliances. The appliances are

adapted to different network quantities and consequently the processing speed, the memory

capacity, the disk space, the throughput rate and the numbers of interfaces of the machines

vary.
machine image user FW throughput | VPN-throughput
Piranja upto5 100 Mbit/s 70 Mbit/s
RC 100 FxmT RCI00 10to 25 100 Mbit/s 100 Mbit/s
RC 200 2510 50 400 Mbit/s 260 Mbit/s
RC 300 50 to 100 1000 Mbit/s 700 Mbit/s
RC 310 50 to 100 1000 Mbit/s 1000 Mbit/s
RC 400 100 to 500 | 1000 Mbit/s 1000 Mbit/s
RC 410 100 to 500 | 1000 Mbit/s 1000 Mbit/s
machine CPU RAM HDD interfaces USB ports
Piranja VIA C3/Eden533 | 1GB Compact Flash | 3 x 10/100 1
MHz 512 MB Ethernet ports
RC 100 VIA C7 1 GHz 1GB 80 GB 3 x10/100 1
Ethernet ports
RC 200 Intel M 1,0 GHz 1GB 80 GB 4 x 10/100/1000 | 5
Ethernet ports
RC 300 Intel Core2 Duo 1GB 80 GB 6 x 10/1000 4
E4500 2 x 2,2 GHz Ethernet ports
RC 310 Pentium D 1GB 2x80GB 6 x 10/1000 4
2x3,4 GHz Ethernet pPorts
RC 400 Xeon 5335 2GB 2x73GB 10 x 10/1000 4
1,8 GHz Ethernet ports
RC 410 Xeon 1,8 GHz 2 GB 2x73GB 10 x 10/1000 4
Ethernet ports

Securepoint
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3 Positioning the Appliance Securepoint 10

3 Positioning the Appliance

In the network assembling the appliance is positioned behind the modem. If a network is
actuated behind the appliance, a switch or hub must be set between the UTM and the

network. If you only use one computer, you can conduct it directly to the appliance.

{ Internet 3 @ %

Modem Securepoint
Appliance

Switch

fig. 1 position of the appliance in the network

3.1 Piranja and RC 100

The Piranja and the RC 100 appliances have 3 Ethernet ports (LAN 1 to LAN 3), one serial
interface (D-Sub) and two USB ports.

The three network ports are destined for different nets. The interface ethO is reached through
LAN land is designated for the external network (internet). LAN 2 represents the second
interface ethl and is designated for the internal network. The port LAN 3 uses the interface
eth2 and is destined for a demilitarized zone (DMZ). It can also be used for a second internal

network or a second external connection.

fig. 2 rear view of the Piranja respectively of the RC 100

port interface net
LAN 1 ethO external (internet)
LAN 2 ethl internal
LAN 3 eth2 DMZ

Securepoint
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3.2 RC 200

The RC 200 has 4 LAN ports. The assignments of the first three ports are identical to the
previous it described ones. The port LAN 4 is bounded to the interface eth3 und is for free
disposal. You could connect another internal net, another DMZ or a second internet connec-

tion to this port.

fig. 3 rear view of the Piranja respectively of the RC 100

port interface net
LAN 1 ethO external (internet)
LAN 2 ethl internal
LAN 3 eth2 DMZ
LAN 4 eth3 free disposal
3.3 RC 300

The RC 300 has 6 LAN ports. Contrary to smaller dimensioned appliances the ports are
numbered serially from right to left. The ports at the machine are not labeled. Take the attri-
bution from the figure.

LAN4 LAN3 LAN2 LANT

LAN B LAN 5

fig. 4 front view of the RC 300 (schematic)

port interface net
LAN 1 ethO external (internet)
LAN 2 ethl internal
LAN 3 eth2 DMZ
LAN 4 eth3 free disposal
LAN 5 eth4 free disposal
LAN 6 ethb free disposal

Securepoint
Security Solutions 15




3 Positioning the Appliance Securepoint 10

3.4 RC 400

This Appliance has 8 LAN ports. The sockets are arragned in two blocks of 4 connectors.
The ports are numbered top down and from left to right. LAN 1 and LAN 3 are destined for
the predefined networks. The ports in the machine are not labeled. Take the attribution from
the figure.

LAN1 LAN3

—_ - —

|

| |
e — . — o RS-

LAN 2 LAN 4 ~ LANG6 LANS

fig. 5 front view of the RC 400 (schematic)

port interface net
LAN 1 ethO external (internet)
LAN 2 ethl internal
LAN 3 eth2 DMz
LAN 4 eth3 free disposale
LAN 5 eth4 free disposale
LAN 6 ethb free disposale
LAN 7 eth6 free disposale
LAN 8 eth7 free disposale

Securepoint
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4 Administration Interface

4.1 Connecting the Appliance

You access the appliance with your browser on the IP address of the internal interface on the
port 11115 using the https (SSL) protocol.
The factory setting for the internal IP address is 192.168.175.1. The port 11115 cannot be

changed. It is reserved for the administration.

User name and password are set to the following by default.

User name: admin

Password: insecure

i

i

Start your internet browser and insert the following value into the address field:
https://192.168.175.1:11115/

If you have changed the IP address at the installation, replace the IP address
192.168.175.1 with the new one.

The dialog LOGIN appears.

i

i

(=

(=

@ LOGIMN ®
Username: admin
Password: YT

Lagin Reset

fig. 6 Login dialog

At the field Username insert admin.

At the field Password insert insecure or the new password, if you change it during
the installation process.

After this click Login.
You will be logged on to the system and the start screen appears.

Note:

Change your password as quickly as possible. Use the navigation bar icon Au-
thentication, item Users.
Use upper- and lowercase characters, numerals and special characters. Your

password should be eight characters long.

Securepoint
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5 Securepoint Cockpit Securepoint 10

4.2 System Requirements for Client Computer

— Operating system:  MS Windows XP and higher or Linux

— Processor: Pentium 4 with 1.8 GHz and higher or according
-  Memory: 512 MB or more
— Browser: preferably MS Internet Explorer 7 and Mozilla Firefox 3

5 Securepoint Cockpit

The first screen shown after login to the trusted area displays an overview of the hardware
and services status. Besides it contains the navigation bar, information of the license, active
connections and available downloads.

This view is always open. All further configuration options and settings will be conducted in
popup windows. After editing the settings, the popup windows will be closed and the cockpit
in the background will be activated again.

The lists in the cockpit can be closed to managie the display for your needs.

fig. 7 cockpit overview

Securepoint
Security Solutions 18
































































































































































































































































































































































































































































































































































































