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Product Overview 

This manual applies to the following products: 

VPN-Product 

Terra VPN-Gateway 

The Terra VPN-Gateway has less functions than the Securepoint UTM products. 

These limitations affect the functions of the applications proxies, virus scanner, spam filter 

and content filter. 

If you purchase the Terra VPN-Gateway, you can easily upgrade to the Securepoint UTM 

product with a registration key. At this yearly update costs are incurred. For further informa-

tion contact our sales department: vertrieb@securepoint.de 

UTM Products 

 Terra UTM-Gateway 

 Piranja 

 RC100 

 RC200 

 RC300 

 RC310 

 RC400 

 RC410 

 Securepoint 10 for Modular Server 

 Securepoint 10 for VMware 

 

All Securepoint UTM products have the full UTM function volume. 

 

mailto:vertrieb@securepoint.de
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1 Introduction 

The internet is an ubiquitous information and communication medium in our time. Often 

the computer or the network is permanent connected to the internet, because a lot of 

businesses are executed online. 

It is mostly disregarded that the internet must be seen as a security risk. This is especial-

ly critical, if confidential data are stored on the systems. The security of these data can-

not be guaranteed. The information could be spied out or may be irrevocable lost by a 

computer virus. 

 

Software firewalls, which are installed on the computer, donôt meet requirements, be-

cause the dangerous programs are already in the net. 

A system is demanded, which is positioned between the internet and the local network, 

to guard the network against destructive programs and to control the communication with 

the internet. 

 

The Securepoint Unified Threat Management (UTM) offers a complete solution with 

comprehensive safety measures in respect of network-, web- and e-mail security. The 

appliance offers firewall-, IDS- and VPN-functionality, proxies, automatic virus scanning, 

web content- and spam-filtering, clustering, high availability und multipath routing func-

tionality. It provides several authentication methods and encrypted access to the net-

work. 

The combination of these functions in one system minimizes the administrative and inte-

grative complexity in contrast to individual solutions. 

The appliance is administrated with a clearly structured web-interface. 

The Securepoint UTM solution is available as a pure software version or as sundry ap-

pliances which are especially adapted to the requests. The solutions vary from home 

office and small office networks to great company networks with several hundred com-

puters. 
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2 The Appliances 

The firewall software is installed on hardware, which is especially designed for the purpose of 

network protection. The portfolio of Securepoint contains 7 appliances. The appliances are 

adapted to different network quantities and consequently the processing speed, the memory 

capacity, the disk space, the throughput rate and the numbers of interfaces of the machines 

vary. 

 

machine image user FW throughput VPN-throughput 

Piranja 
 

up to 5 100 Mbit/s 70 Mbit/s 

RC 100 
 

10 to 25 100 Mbit/s 100 Mbit/s 

RC 200 
 

25 to 50 400 Mbit/s 260 Mbit/s 

RC 300 
 

50 to 100 1000 Mbit/s 700 Mbit/s 

RC 310 

 

50 to 100 1000 Mbit/s 1000 Mbit/s 

RC 400 
 

100 to 500 1000 Mbit/s 1000 Mbit/s 

RC 410 
 

100 to 500 1000 Mbit/s 1000 Mbit/s 

 

machine CPU RAM HDD interfaces USB ports 

Piranja VIA C3 / Eden 533 

MHz 

1 GB Compact Flash 

512 MB 

3 x 10/100 

Ethernet ports 

1 

RC 100 VIA C7 1 GHz 1 GB 80 GB 3 x 10/100 

Ethernet ports 

1 

RC 200 Intel M 1,0 GHz 1 GB 80 GB 4 x 10/100/1000 

Ethernet ports 

5 

RC 300 Intel Core2 Duo 

E4500 2 x 2,2 GHz 

1 GB 80 GB 6 x 10/1000 

Ethernet ports 

4 

RC 310 Pentium D 

2 x 3,4 GHz 

1 GB 2 x 80 GB 6 x 10/1000 

Ethernet pPorts 

4 

RC 400 Xeon 5335 

1,8 GHz 

2 GB 2 x 73 GB 10 x 10/1000 

Ethernet ports 

4 

RC 410 Xeon 1,8 GHz 2 GB 2 x 73 GB 10 x 10/1000 

Ethernet ports 

4 
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3 Positioning the Appliance 

In the network assembling the appliance is positioned behind the modem. If a network is 

actuated behind the appliance, a switch or hub must be set between the UTM and the 

network. If you only use one computer, you can conduct it directly to the appliance. 

 

Modem Securepoint

Appliance

Switch

Computer n

Computer 1

Computer 2

Internet

 

fig. 1  position of the appliance in the network 

3.1 Piranja and RC 100 

The Piranja and the RC 100 appliances have 3 Ethernet ports (LAN 1 to LAN 3), one serial 

interface (D-Sub) and two USB ports. 

The three network ports are destined for different nets. The interface eth0 is reached through 

LAN 1and is designated for the external network (internet). LAN 2 represents the second 

interface eth1 and is designated for the internal network. The port LAN 3 uses the interface 

eth2 and is destined for a demilitarized zone (DMZ). It can also be used for a second internal 

network or a second external connection. 

 

 
fig. 2  rear view of the Piranja respectively of the RC 100 

port interface net 

LAN 1 eth0 external (internet) 

LAN 2 eth1 internal 

LAN 3 eth2 DMZ 
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3.2 RC 200 

The RC 200 has 4 LAN ports. The assignments of the first three ports are identical to the 

previous it described ones. The port LAN 4 is bounded to the interface eth3 und is for free 

disposal. You could connect another internal net, another DMZ or a second internet connec-

tion to this port. 

 

 
fig. 3  rear view of the Piranja respectively of the RC 100 

port interface net 

LAN 1 eth0 external (internet) 

LAN 2 eth1 internal 

LAN 3 eth2 DMZ 

LAN 4 eth3 free disposal 

 

3.3 RC 300 

The RC 300 has 6 LAN ports. Contrary to smaller dimensioned appliances the ports are 

numbered serially from right to left. The ports at the machine are not labeled. Take the attri-

bution from the figure. 

 

 
fig. 4  front view of the RC 300 (schematic) 

port interface net 

LAN 1 eth0 external (internet) 

LAN 2 eth1 internal 

LAN 3 eth2 DMZ 

LAN 4 eth3 free disposal 

LAN 5 eth4 free disposal 

LAN 6 eth5 free disposal 
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3.4 RC 400 

This Appliance has 8 LAN ports. The sockets are arragned in two blocks of 4 connectors. 

The ports are numbered top down and from left to right. LAN 1 and LAN 3 are destined for 

the predefined networks. The ports in the machine are not labeled. Take the attribution from 

the figure. 

 

 

fig. 5  front view of the RC 400 (schematic) 

port interface net 

LAN 1 eth0 external (internet) 

LAN 2 eth1 internal 

LAN 3 eth2 DMZ 

LAN 4 eth3 free disposale 

LAN 5 eth4 free disposale 

LAN 6 eth5 free disposale 

LAN 7 eth6 free disposale 

LAN 8 eth7 free disposale 

 

  

LAN 1   LAN 3

LAN 2   LAN 4 LAN 6   LAN 8

LAN 5   LAN 7
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4 Administration Interface 

4.1 Connecting the Appliance 

You access the appliance with your browser on the IP address of the internal interface on the 

port 11115 using the https (SSL) protocol. 

The factory setting for the internal IP address is 192.168.175.1. The port 11115 cannot be 

changed. It is reserved for the administration. 

User name and password are set to the following by default. 

User name: admin 

Password: insecure 

 

ü Start your internet browser and insert the following value into the address field: 

https://192.168.175.1:11115/ 

If you have changed the IP address at the installation, replace the IP address 

192.168.175.1 with the new one. 

ü The dialog LOGIN appears. 

 

 

fig. 6  Login dialog 

ü At the field Username insert admin. 

ü At the field Password insert insecure or the new password, if you change it during 

the installation process. 

ü After this click Login. 

ü You will be logged on to the system and the start screen appears. 

 

Note: Change your password as quickly as possible. Use the navigation bar icon Au-

thentication, item Users. 

Use upper- and lowercase characters, numerals and special characters. Your 

password should be eight characters long. 
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4.2 System Requirements for Client Computer 

 Operating system: MS Windows XP and higher or Linux 

 Processor: Pentium 4 with 1.8 GHz and higher or according 

 Memory: 512 MB or more 

 Browser: preferably MS Internet Explorer 7 and Mozilla Firefox 3 

 

5 Securepoint Cockpit 

The first screen shown after login to the trusted area displays an overview of the hardware 

and services status. Besides it contains the navigation bar, information of the license, active 

connections and available downloads. 

This view is always open. All further configuration options and settings will be conducted in 

popup windows. After editing the settings, the popup windows will be closed and the cockpit 

in the background will be activated again. 

The lists in the cockpit can be closed to managie the display for your needs. 

 

 

fig. 7  cockpit overview    
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5.1 Navigation Bar 

The navigation bar guides you to the different configuration categories. These catego-

ries are: configuration, network, firewall, applications, VPN, authentication, ex-

tras, live log 

Moving the mouse over the entry opens the respective dropdown menu. 

 

 

fig. 8  navigation bar of the cockpit 

 

5.2 License 

In this area you have an overlook of the firewall software, updates and license. 

 

name description 

Firewall Type Name of the firewall software 

Version Version of the firewall software 

Licensed to Name, and if applicable, company of the license owner. 

License valid till Validation of the license 

The date is given in US American format: MM/DD/YYYY 

Last Virus Pattern update Time of the last virus pattern update. 

 

 

fig. 9  licence area 
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5.3 System 

In this area the current system utilization and the number of active TCP / UDP connections 

are shown. 

 

name description 

CPU Utilization of the processor 

Type Type of processor 

RAM Utilization of the memory 

graphical and in percentage 

SWAP Utilization of the swap file 

graphical and in percentage 

Uptime How long the system is running since the last reboot. 

Current TCP Connections Number of current TCP connections 

Current UDP Connections Number of current UDP connections 

Start Configuration Name of the start configuration 

Running Configuration Name of the running configuration 

 

 

fig. 10  system status 
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5.4 Service Status 

The table shows a list of all available services and their status. Next to the HTTP proxy, 

POP3 proxy and Mail Relay services is shown the state of the virus scanning. 

An active service is illustrated by a green circle. A grey circle shows that the service is 

inactive. 

 

service description 

SSH Server Secure Shell 

Allows an encrypted connection to the appliance. 

Mail Relay Service for sending e-mail. 

DNS Server Domain Name System Server 

Hostname to IP-address resolution 

POP3 Proxy Post Office Protocol Version 3 Proxy 

Establishes a connection to a POP3 server and tests the re-

ceived e-mails for viruses and spam. 

HTTP Proxy Hypertext Transfer Protocol Proxy 

The proxy interconnects the client of the internal network with 

the server in the internet. It can block HTTP requests by means 

of content and it can test websites for viruses. 

VoIP Proxy Voice over IP Proxy 

Offers internet telephony. 

VNC Repeater Virtual Network Computing 

Offers to control a remote computer. 

DynDNS Client Dynamic Domain Name Services Client 

The client updates the current IP of the firewall by a DynDNS 

service. 

NTP Server Network Time Protocol Server 

Synchronizes all system clocks in the network. 

IDS Server Intrusion Detection System Server 

Protects the network against know intrusions 

L2TP Server Layer 2 Tunneling Protocol Server 

Offers VPN connections to the firewall by using the network 

protocol L2TP. 

PPTP Server Point To Point Tunneling Protocol Server 

Offers VPN connections to the firewall by using the network 

protocol PPTP. 
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SPUVA Server Wortmann Security User Verification Agent Server 

Central user authentication 

Web Server Dynamic Host Configuration Protocol Server 

Allocates network configurations to the computer in the network 

(for example the IP-address). 

DHCP Server Internet Protocol Security Server 

Offers VPN connections to the firewall by using the IPSec pro-

tocol. 

IPSec Server Layer 2 Tunneling Protocol Server 

Offers VPN connections to the firewall by using the network 

protocol L2TP. 

SSL VPN Server Secure Socket Layer Virtual Private Network Server 

Offers SSL secured VPN connections to the firewall. 

IGMP Proxy Internet Group Management Protocol 

Offers the spreading of packets to multiple recipients. 

Virusscanner Virus scan service for POP3 and HTTP. 

CTASD Server Commtouch Anti Spam Daemon 

Service for spam identification from the company Commtouch. 

Kerberos The Kerberos authentication service authorizes the access of 

the HTTP proxy. 

Mailfilter Scans e-mails for spam and undesired attachments. 

SNMP Server Simple Network Monitoring Protocol 

Reads the values of interface traffic, processor- and memory 

utilization. 

Routing Server Supports several routing protocols. 

 

 

fig. 11  service status (part 1) 

 

 

fig. 12  service status (part 2) 
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5.5 Appliance 

Displays the view of the appliance. 

The connected LAN ports are marked green. 

 

 

fig. 13  view of the appliance (for example a Piranja) 

5.6 Interfaces 

In this area the interface in listed with the assigned IP-addresses and zones. Depending on 

the used appliance more interfaces (ethx) are shown. 

 

name description 

eth0 Ethernet adapter for connection to the internet. 

At the appliance indicated as LAN 1. 

eth1 Ethernet adapter for connection to the internal Network. 

At the appliance indicated as LAN 2. 

eth2 Ethernet adapter to attach a demilitarized zone (DMZ). 

At the appliance indicated as LAN 3. 

ppp0 A virtual interface to connect the firewall to the internet with 

PPPOE. Will be bound to eth0. 

tun0 Virtual interface for the SSL VPN. The internal address is set to 

192.168.250.1 by default. 

 

 

fig. 14  status of interfaces 
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5.7 IPSec 

The created IPSec connections and their usage are listed in this section. 

Ahead stands the name of the connection followed by the current usage. 

 

 

fig. 15  list and status of IPSec connections 

5.8 Downloads 

In this table are listed, which files are available in the download section of the user interface. 

Furthermore the version and a short description are shown. 

The filename is a hyperlink which you can use to download the file directly. 

 

 

fig. 16  available downloads in the user interface 

5.9 Spuva User 

This table lists the users and their IP address, which have signed in via SPUVA (Securepoint 

User VerificationAgent). 

The SPUVA gives users individual rights on computers in the DHCP environment. The user 

authenticates against SPUVA and gets an individual Security Policy for any workstation in 

the network. If the user changes his workplace, he will get the same Security Policy at the 

new workplace automatically. 

 

 

fig. 17 user barney is conneted via SPUVA 
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5.10 SSH User 

This section shows, which user has connected the appliance via SSH (Secure Shell for ex-

ample by the program PuTTY). 

Login name and IP address of the user are shown. Also the time of the login is listed. 

 

 

fig. 18  users, which are logged on via SSH 

5.11 Web Interface User 

Shows a list of user, which are logged on the web interface. The login name and the IP ad-

dress of the user are shown. Also the time of the login is listed. 

The table lists users at the administration interface and the user interface. 

 

 

fig. 19  users, which are logged on the administration or user interface 

5.12 DHCP Lease 

The DHCP (Dynamic Host Configuration Protocol) server assigns dynamic IP addresses to 

the user of the internal network, if this service is activated. This IP address is reserved for the 

user for a defined time. In this section the reserved addresses are listed with the user name 

and the MAC address of the computer. The last column shows the status. A grey dot means 

that the user is offline. A green dot means that the user is currently logged on. 

The table always contains ten rows. If more DHCP addresses are stored, you can leaf 

through the pages with the arrow button at the bottom. 

 

 

fig. 20  stored DHCP addresses    
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5.13 Interface Traffic 

The display Internet Traffic shows the data traffic of the interfaces graphically. The incom-

ming traffic is shown as a green and the outgoing traffic as a blue graph. The represented 

time period is the last 24 hours. The measurement is taken every 5 minutes. 

 

 

fig. 21  graphical display of the data traffic 

5.13.1 Traffic Settings 

With the button Settings your can configure, which interfaces are displayed in this area. 

The dialog Interface Traffic Settings shows two lists. The left one shows the available inter-

faces and the right one the interfaces which are displayed in the cockpit. Highlight an inter-

face and use the arrow buttons to move it to the desired list. 

 

 

fig. 22 available and displayed interfaces    
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5.13.2 Traffic Details und Traffic Zoom 

A click onto a diagram opens a new window, which shows the graph in higher resolution. It 

also shows details of the traffic. 

 

 

fig. 23  details of the data traffic of the interface eth1 

You can enlarge a section of the graph by raising a selection rectangle in the lower diagram. 

You can reset the selection by clicking Reset Zoom. 

 

 

fig. 24  enlarged section 
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5.14 Show Help 

In the title bar of the dialogs you can find a questionark symbol right beneath the close but-

ton. Press this symbol to open the help. The shown text comments the settings, which have 

to be set in the dialog. This function is context sensitive and only describes the relative di-

alog. 

 

 

fig. 25  help symbol in the title bar 

5.15 Administrator IP 

At the bottom of the web browser window the user name and the IP-address of the logged on 

administrator are shown. 

A click on the double arrow in the lower left corner hides or shows the bar. 

 

 

fig. 26  name and IP-address of the logged on user 

 

fig. 27 hides or shows the data 

5.16 Refresh 

At the right side of the navigation bar you will find the button Refresh Cockpit. 

With this button you can reload the website. 

 

fig. 28  reloads the cockpit 
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6 Menu Configuration 

All settings of the appliance are stored in a configuration file. 

Commands which are related to the configuration and basic system commands are depo-

sited in the menu item configuration. 

 

 

fig. 29  dropdown menu of the menu item configuration 

 

name description 

Configuration 

management 

The configuration management shows a list of all saved configuration 

files. Here you can export, print or delete the configuration. 

Furthermore you can load and import configurations, set a start configu-

ration or save current settings in a new file. 

Reboot System Stops the system and starts it again. 

Halt System Stops the system but doesnôt restart it. 

Factory Defaults Reset the appliance to factory settings. 

Logout Log out of the system. 
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6.1 Configuration Management 

All settings of the firewall are stored in a configuration file. The menu item Configuration 

management of the menu configuration shows a list of all saved configurations. 

 

ü Choose the menu configuration in the navigation bar and select the point Configu-

ration management from the dropdown menu. 

The dialog Configurations appears. 

 

 

fig. 30  list of available configurations 

The start configuration is labled with an asterisk ahead of the configuration name. This confi-

guration is loaded when the appliance is turned on (for example after reboot). 

The heart symbol labels the current running configuration. 

The signs behind the configuration names are buttons for functions which can be used for 

every configuration. 

The buttons Save as é and Import é are located below the list. 

 

button function description 

 
export Exports the configuration and saves it in DAT format. 

 
print 

Opens a browser window in which the configuration is shown 
in table format. This description can be printed or saved. 

 
start conf. Set the configuration to start configuration. 

 
load Loads the configuration. 

 
delete Deletes the configuration. 

 
description 

Opens a browser window in which a description of the configu-
ration can be typed. 
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6.1.1 Save Configuration 

The settings made will be stored automatically in the current running configuration. You can 

also save the new settings in an existing configuration or in a new one. 

 

ü Click on the button Save as é . 

The dialog Save as é appears. 

ü Select an existing configuration from the dropdown box or enter a new name for the 

configuration. 

ü Click on Save. 

 

 

fig. 31  save the configuration 
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6.1.2 Import configuration 

You can import an existing configuration. The function requires that the external file must be 

saved in DAT format. 

 

ü Click on the button Import é . 

The dialog Import configuration é appears. 

ü Click on browse and select the designated file. 

ü After that click Import. 

The configuration will be stored on the application. 

 

 

fig. 32  import external configuration 

6.2 Reboot System 

The second point of the dropdown menu restarts the appliance. After reboot the start confi-

guration will be loaded. If no configuration is set as a start configuration, you have to set one 

before the reboot. 

6.3 Halt System 

This point stops the system. The system will neither be rebooted nor new shuted down 

6.4 Factory Defaults 

Reset the system to factory settings. 

Note: The reset will delete all configurations. 

6.5 Logout 

Click on this button to log out of the system. The appearance of the administration interface 

will be stored for each user on every logout. 
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7 Menu Network 

Network settings like IP-addresses of the interfaces, DSL access data etc. are set here. Fur-

ther on you can download updates and apply the license file in this section. 

 

 

fig. 33  dropdown menu of the menu item network 

 

name description 

Server Properties Appliance basic settings: 

Administrator IP-addresses, time zone and log server IP-address 

Network Configuration Network settings 

Setting of IP-addresses and subnets of interfaces, DSL connec-

tion, DynDNS service, routing and DHCP server 

Zone Configuration Assign interfaces to zones and create new zones. 

Network Tools Tools: Lookup, Ping and lists the routing table 
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7.1 Server Properties 

In this section basic settings for the appliance will be set. The dialog contains the tabs Serv-

er Settings, Administration, Syslog and Cluster Settings. 

 

7.1.1 Server Settings 

On this tab you can set the appliance name, the Domain Name Service server and the Net-

work Time Protocol server. 

 

ü Enter the domain name of the firewall into the field Servername. 

ü Enter the IP-address of the Domain Name Service server into the field Primary Na-

meserver. 

If you use a second name server enter its IP-address into the field Secondary Na-

meserver. 

ü Enter the IP-adress or the host name of a time server into the filed NTP Server and 

select your time zone in the dropdown box Timezone. 

ü You can limit the numbers of TCP/IP connections. The number must range between 

16,000 and 2,000,000. Enter the number into the field Maximum number of active 

connections. 

ü Select from the dropdown box Last-Rule-Logging the protocol accuracy for dropped 

packets. 

 

 

fig. 34  tab Server Settings 
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7.1.2 Administration 

The administration access to the appliance is only allowed from the internal net by default. 

In this tab you can define which IP-addresses and subnets the appliance can be admini-

strated from. 

 

ü To add an IP-address or a net, click the button Add Host/Net. 

The dialog Add Host/IP appears. 

ü Enter a host name or an IP-address. 

If you want to allow the access for a subnet, you have to use the bitcount notation. 

For example: 192.168.176.0/24 

ü Click Add. 

ü You can delete entries in the list by clicking the trash can icon beneath the entry. 

 

 

fig. 35  tab Administration for external administration 
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7.1.3 Syslog 

In the portfilter of the appliance the administrator can define whether the use of a rule is 

logged and in which grade of accuracy. The logging data in Syslog format can be stored on a 

server. So you can analyse logging data at a later time. 

 

ü To add a server for protocol data click on Add Syslog Server. 

The dialog Add Syslog Server appears. 

ü Enter the IP-address or the host name into the input field and click Add. 

ü You can delete a server in the list by clicking the trash can icon beneath the entry. 

 

 

fig. 36  tab syslog of the Server Settings dialog 
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7.1.4 SNMP 

The Simple Network Management Protocol (SNMP) is a network protocol to control network 

devices centraly. With this protocol you can read the values of interface traffic, processor- 

and memory utilization. 

The versions 1 and 2c are supported. 

The remote computer must be set as an authorized host to read the data. Furthermore a 

SNMP client and the SNMP service must be installed on the remote computer. The host 

must also know the Community String. 

 

ü Activate the SNMP Version, you want to support. You can support both versions at 

the same time. 

ü Set a keyword into the field Community String. Advice the remote user of this key-

word. 

ü At the bottom of the section Enable access from networks enter an IP address you 

want to allow the access via SNMP. 

Select the wanted subnetmask and click Add network. 

The IP-address is appended to the table. 

ü To allow the access, you have to reate an according rule in the portfilter. 

 

 

fig. 37  tab SNMP 
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7.1.5 Monitor Agent (AmdoSoft v4 Agent) 

The Securepoint firewall can be monitored and maintained by the controller software of the 

company AmdoSoft Systems. The firewall connects to the registered AmdoSoft controller in 

the internal or external network. The controller software for the automatic monitoring has to 

be purchased from the company AmdoSoft Systems. 

It is no rule necessary for this data traffic. 

 

ü Go to the point Network on the navigationbar and click on the entry Server Proper-

ties in the dropdownmenu. 

ü In the dialog Server Properties switch to the tab Monitoring Agent. 

ü Enter the IP address of the computer where the AmdoSoft Controller software is in-

stalled into the the field b4 Conroller IP. 

ü Afterward click Save. 

 

 

fig. 38  tab Monitor Agent 
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7.1.6 Cluster Settings 

The Securepoint appliance offers the option to set up a high availability environment. For the 

environment you need at least two appliances. One firewall will be used as active machine 

(mMaster) and the other one (or more) as backup machine (slave) in standby. If a requisite 

service or the complete master crashes, the slave machine assumes the control. 

 

ü Define the range (in seconds) between the status messages of the master to the 

slave in the field Delay between advertisment packets. 

ü Decide how many messages may be missing, before the master is detected as 

crashed. Type the number in the second field. 

ü Enter a number into the field Cluster ID, to identify the cluster formation. 

ü Enter a keyword for the encryption of the status messages into the field Cluster Se-

cret. 

ü The option Switch to master if possible sets the appliance as master if it goes back 

on stream. 

ü The Host Status can be offline, master or slave. 

If the status has the value master, the appliance can be made to spare with the button 

Downgrade to spare. A machine with slave status becomes the master. 

 

 

fig. 39  tab Cluster Settings 
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7.2 Network Configuration 

In this area the settings for the network have to be defined. This contains the IP-addresses of 

the several interfaces, entries in the routing table, access data of the internet service provid-

er, maybe data of a dynamic address service and settings ot the DHCP server. 

7.2.1 Interfaces 

The tab Interfaces shows a list of all available interfaces with the related IP-address and 

zone. 

 

 

fig. 40  list of available interfaces 

  



7 Menu Network   Securepoint 10 

 Securepoint  
 Security Solutions 41 

The name of the interface is depending on it´s usage. Interfaces with the same name are 

numbered serially from 1 to n. 

 

usage labeling 

ethernet eth0, eth1, eth2, eth3, eth4 ... ethn 

virtual network eth0.0; eth0.1 é eth0.n    .ethn.0; ethn.1é ethn.n 

(virtual address is bonded to real interface) 

ADSL and VDSL ppp0, ppp1é pppn 

high availability 

environment 

cluster0, cluster1, cluster2é clustern 

(virtual address is bonded to real interface) 

OpenVPN tun0, tun1, tun2é tunn  (virtual interface) 

 

The minimum of three interfaces are ethernet interfaces with the name eth0, eth1 and eth2. 

Furthermore one virtual interface tun0 is predefined with the address 192.168.250.1 

 

 

fig. 41  select the interface typ 
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7.2.1.1 Add eth Interface 

 

ü Click Add Interface. 

The Interface Wizard appears. 

ü Select the desired interface type (in this case eth). 

ü Click Next. 

The configuration window of eth Interface appears. 

ü In the section General you have to set the properties of the interface. 

The name of the interface is set automatically and cannot be changed. 

ü Enter the IP-address of the interface into the field IP. 

ü Select the subnet mask in the field Mask. 

ü If the DHCP server should assign an IP-address to this interface, activate the check-

box DHCP Client. 

ü You can define the maximum packet size in the field MTU (Maximum Transmission 

Unit). Usually you can leave the default value (1500). 

ü If the interface should answer to pings, activate the checkbox Allow Ping. 

ü Select the speed of the interface from the dropdown field Speed. 

ü In the right section select the zone of the interface and the related zone(s) and acti-

vate the relevant checkboxes. 

ü Complete the configuration with Finish. 

ü After the interface is added you have the press the button Update Interface. 

 

 

fig. 42  add eth interface - define settings 

 

 



7 Menu Network   Securepoint 10 

 Securepoint  
 Security Solutions 43 

7.2.1.2 Add VLAN Interface 

VLAN means Virtual Local Area Network and is used to divide a physical network into ser-

veral logical nets. Several networks kann be used to structure the whole intranet. You can 

split the network by organization into units, groups or by spatial properties like floor or build-

ings. 

Actually you need one interface for every network. VLAN interfaces of the appliance are vir-

tual interfaces that are bound to one physical interface. So you can conduct all virtual LANs 

at one interface. Every VLAN has an ID, which is append at the packets as a tag. On the 

basis of thee tags, a VLAN supporting switch can direct to packets to the right VLAN. 

 

Appliance
Switch

VLAN1

VLAN2

VLAN3

 

fig. 43  VLAN formation 
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ü Click Add Interface. 

The Interface Wizard appears. 

ü Select the desired interface type (in this case VLAN). 

ü Click Next. 

The configuration window of VLAN Interface appears. 

ü Select in the field Interface to which physical Interface the VLAN interface should be 

bound to. 

ü Enter an ID for the interface in the field VLAN ID. 

ü Enter an IP and Mask the IP-address and the subnet mask of the VLAN network. 

ü Select if an IP-address will be assigned to the interface by the DHCP server. If so, ac-

tivate the checkbox DHCP Client. 

ü Define the maximum size of a data packet and enter the value in the field MTU (Max-

imum Transmission Unit). In normal case you can leave the default value (1500). 

ü If the interface should answer pings, activate the checkbox Allow Ping. 

ü Select the speed of the interface from the dropdown field Speed. 

ü Select the zone of the interface and the related zones by activating the relevant 

checkboxes at the right side. 

ü Complete the configuration with Finish. 

ü After the interface is added you have to press the button Update Interface. 

 

 

fig. 44  add VLAN interface - set properties 
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7.2.1.3 Add PPTP interface 

A PPTP interface is used for connecting the internet by Point to Point Tunneling Protocol. 

This protocol is primarily used in Austria. 

 

ü Click Add Interface. 

The Interface Wizard appears. 

ü Select the desired interface type (in this case PPTP). 

ü Click Next. 

The configuration window of PPTP Interface appears. 

ü Select in the field Interface to which physical Interface the PPTP interface should be 

bound to. This should be the external interface. It will be replaced by the PPTP inter-

face after completion. 

ü Enter an Local Ethernet IP Address and Mask the IP-address and the subnet mask 

of the interface. 

ü The field Modem IP Address expects the IP-address, which is assigned to you by 

the internet service provider. 

ü Select a provider from the dropdown field DSL-Provider, which is used to connect 

the internet. 

If you did not create a DSL provider yet, select the entry new and add a provider. En-

ter the required data into the fields Provider Name, Username and Password. 

ü Click Finish to complete the configuration. 

ü After the interface is added, you have to press the button Update Interface. 

 

 

fig. 45  add PPTP interface - set properties 
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7.2.1.4 Add PPPoE Interface 

A PPPoE interface is used for connecting the internet by Point to Point Protocol over Ether-

net. This protocol is commony used in Germany. 

 

ü Click Add Interface. 

The Interface Wizard appears. 

ü Select the desired interface type (in this case PPPoE). 

ü Click Next. 

The configuration window of PPPoE Interface appears. 

ü Select in the field Interface to which physical Interface the PPPoE interface should be 

bound. This should be the external interface. It will be replaced by the ppp interface 

after completion. 

ü Select a provider from the dropdown field DSL-Provider, which is used to connect 

the internet. 

If you did not create a DSL provider yet, select the entry new to add a provider. Enter 

the required data into the fields Provider Name, Username and Password. 

ü Click Finish to complete the configuration. 

ü After the interface is added you have to press the button Update Interface. 

 

 

fig. 46  add PPPoE interface - set properties 
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7.2.1.5 VDSL Interface hinzufügen 

VDSL stands for Very High Speed Digital Subscriber Line and is an internet connection with 

great transfer rates. 

 

ü Click Add Interface. 

The Interface Wizard appears. 

ü Select the desired interface type (in this case VDSL). 

ü Click Next. 

The configuration window of VDSL Interface appears. 

ü Select in the field ETH Interface to which physical Interface the VDSL interface 

should be bound. This should be the external interface. 

ü Select a VLAN ID for the Interface. At completion an eth interface will be created with 

the selected ID (for example eth0.7). 

ü In the field VDSL-Interface a name is predetermined. 

ü Select a provider from the dropdown field DSL-Provider, which is used to connect 

the internet. 

If you did not create a DSL provider yet, select the entry new to add a provider. Enter 

the required data into the fields Provider Name, Username and Password. 

ü Click Finish to complete the configuration. 

ü After the interface is added you have to press the button Update Interface. 

 

 

fig. 47 add VDSL interface - set properties 
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7.2.1.6 Add Cluster Interface 

The cluster interface is needed to set up a high availability environment. 

Two (or more) appliances are required to adjust this setup. One appliance acts in active state 

as master and the other appliances are waiting in stand-by mode as spare. If important ser-

vices cannot be provided by the active machine or the whole machine breaks down, the oth-

er appliance wakes op from stand-by and assumes the service as master. 

The cluster interface binds a virtual and a ñrealò IP-address to a physical interface. The espe-

cialness of the high availability bond is that all appliances get the same virtual IP-addresses. 

Because the redundant machines are running in standby mode and their cluster IPs are not 

up, there will be no IP-address conflict. The ñrealò IP-addreses (so called management IPs) 

are used to send advertisement packages in terms of their status between the appliances. 
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switch A

external net

switch C

DMZ

switch B

internal net

master spare
eth2

192.168.13.1/24

192.168.13.2/24

eth2

192.168.13.3/24

192.168.13.2/24

eth1

192.168.4.86/24

192.168.4.88/24

eth1

192.168.4.87/24

192.168.4.88/24

eth0

10.0.0.1/24

10.0.0.2/24

eth0

10.0.0.3/24

10.0.0.2/24

internet

local net

red IP-address Ą management IP (real IP)

blue IP-address Ą cluster IP (virtual IP)

 

fig. 48  high availibility environment 
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ü Click Add Interface. 

The Interface Wizard appears. 

ü Select the desired interface type (in this case Cluster). 

ü Click Next. 

The configuration window of Cluster Interface appears. 

ü Select in the field Interface to which physical Interface the cluster interface should be 

bound to. The physical interface persists to support the management IP-address. 

ü In the field Cluster-Interface a name is predetermined. 

ü Insert the virtual IP-address of the appliance in the field Cluster-IP. 

ü Enter the subnet mask into the field Mask. 

ü In the section Spare IPs enter the management IP-address(es) of the spare ma-

chine(s). 

ü Type the IP-address and the related subnet macks into the fields IP and Mask and 

click Add. 

The IP-address will be shown in the list. 

ü With the trashcan beneath the IP-address you can delete the relative entry. 

ü Select the related zones in the section Zones. 

Normally the zones of the physical interface will be adopted. 

ü Click Finish to complete the configuration. 

ü After the interface is added, you have to press the button Update Interface. 

 

 

fig. 49  add cluster interface - set properties 
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7.2.1.7 Edit or Delete an Interface 

In the lists of all interfaces on the tab Interfaces a wrench symbol and a trashcan symbol are 

positioned beneath the entries. With these buttons the entries can be edited or deleted. 

 

ü For editing click the wrench symbol. 

The dialog Change Interface appears. 

ü Change the settings and save the new properties with Save. 

 

ü For deleting click the trashcan symbol. 

ü Click Yes at the conformation prompt. 

The entry will be deleted. 

 

7.2.2 Routing 

Routing entries define via which gateway a destination has to be reached. 

The default route defines that all destinations are reachable via the internal gateway (internal 

interface). 

 

 

fig. 50  list of routing entries 
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7.2.2.1 Edit or Delete Routes 

In the lists of all routing entries on the tab Routing a wrench symbol and a trashcan symbol 

are positioned beneath the entries. With these buttons the entries can be edited or deleted. 

 

ü For editing click the wrench symbol. 

The dialog Edit Route appears. 

ü Change the settings and save the new properties with Save. 

 

ü For deleting click the trashcan symbol. 

ü Click Yes at the confirmation prompt. 

The entry will be deleted. 

 

 

7.2.2.2 Add Default Route 

 

ü Click Add default route. 

The dialog Add Default Route appears. 

ü Enter as Gateway the IP-address of the internal interface. 

ü The fields Destination Network and Destination Mask are predefined. 

ü The value Weighting defines the priority of the route.  

This statement is relevant if you use (two or more) internet connections (Multipath 

Routing). 

If the first route has the weighting 1 and the second one the weighting 2, the second 

route will be used twice as much as the first one. The weighting 5 and 10 have the 

same effect. 

 

 

fig. 51  add default route 
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7.2.2.3 Add Route 

Routes offer the possibility to find networks which are not directly connected to the appliance. 

To send a package to a network which is connected via a gateway (for example a router) to 

the appliance, the system must be informed about this. Otherwise the packages will be 

routed to the default gateway where they cannot be transmitted to the desired network. 

 

ü Switch to the tab Routing and click Add route. 

The dialog Add Route appears. 

ü Select in the field Type if the route applies to all networks and computers or just for 

several ones.  

For all select without Source. 

Otherwise select with Source and enter the IP-address and the subnet mask of the 

concerned network or host in the fields Source Network and Source Mask. 

ü Enter the Gateway, which should be used for reaching the destination network or 

destination host. 

ü In the fields Destination Network and Destination Mask enter the IP-address and 

the subnet mask of the destination. 

ü You can assign a weighting for the route in the field Weighting. 

 

 

fig. 52  general route 

 

fig. 53  route for defined sources 
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7.2.3 DSL Provider 

When connecting the internet using a DSL dialup mode, you have to enter the provider and 

your account data, so the appliance can connect to the internet by itself. 

 

fig. 54  list of DSL provider 

 

7.2.3.1 Edit or Delete DSL Provider 

In the list of all saved DSL providers on the tab DSL Provider a wrench symbol and a trash-

can symbol are positioned beneath the entries. With these buttons the entries can be edited 

or deleted. 

 

ü For editing click the wrench symbol. 

The dialog Edit DSL Provider appears. 

ü Change the settings and save the new properties with Save. 

 

ü For deleting click the trashcan symbol. 

ü Click Yes at the conformation promt. 

The entry will be deleted. 
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7.2.3.2 DSL Provider create 

 

ü Click the button Add DSL Provider. 

The dialog Add DSL Provider appears. 

ü Enter a name for the provider into the field Name. 

ü Type your login data into the field Login. 

ü Enter your password into the field Password and retype it in the field Confirm pass-

word. 

ü If you activate the checkbox Default Route a standard route will be set automatically. 

ü Select a time in the field Separation. At this time the appliances disconnect the inter-

net connection. If you choose 0 the appliance does not force a disconnection. 

 

 

fig. 55  create DSL Provider 
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7.2.4 DynDNS 

If you donôt have a static IP address, but a dynamic one which is changing at every dial into 

the internet, you can use a DynDNS service for always being reachable with the same host-

name. This is only required if you offer a service which should be reachable from the internet 

(for example web server, VPN connection) or if you want to administrate the firewall from the 

external net. 

If you use the DynDNS services the client transmits at every dial-in its current IP address to 

the DynDNS service provider. The current IP address is stored by the provider. The provider 

links your static hostname with your current IP address. In this way it is assured that your 

host is always available by the host name. The appliance transfers the current IP address to 

the DynDNS provider. 

 

You can create six interfaces  

 These will be listed in the tab DynDNS. 

 

 

fig. 56  list of the external DNS update service for dynamical IP addresses 
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7.2.4.1 Create or Edit a DynDNS Entry 

ü To create a new entry or to edit an existing entry, click on the wrench symbol. 

The dialog Change DynDNS appears. 

ü Enter your domain name into the field Hostname 

ü Type your access data of your services provider into the fields Login and Password. 

ü Enter the address of the DynDNS server into the field Server. 

ü In the field MX enter the domain for the e-mail reception (for example securepoint.de). 

ü Select the interface which should be used for this connection from the field Interface 

(mostly a ppp interface). 

 

 

fig. 57  create a DynDNS entry 

 

7.2.4.2 Delete a DynDNS Entry 

 

ü To delete a DynDNS Entry, click on the trashcan symbol beneath the relative entry. 

ü Confirm the security query with Yes. 

ü The DynDNS entry will be deleted. 

 

  



7 Menu Network   Securepoint 10 

 Securepoint  
 Security Solutions 57 

7.2.5 DHCP 

The Dynamic Host Configuration Protocol can assign IP-addresses and other network set-

tings to the clients. If you start a client of the internal network, the operating system of the 

client sends a query to the DHCP services of the server. The server transmits an available 

IP-address, the IP-addresses of the DNS server and of the default gateway to the client. 

If you donôt want to use this service, make no entries in this section and disable the client 

DHCP Server in the menu applications Ą Service Status. 

 
ü Enter the internal subnet into the field Local Subnet and the relating subnet mask in-

to the field Netmask. 

ü Define the IP address range. The DHCP server will assign IP addresses to the clients 

from this range. 

The range must be a part of the local subnet. Consider that the first address 

(xxx.xxx.xxx.1) is mostly assigned to the default gateway. Hence it cannot be part of 

the DHCP address pool. Furthermore reserve a couple of IP addresses for computer 

and server which need static IP addresses to warrant the correct working of several 

services. 

Enter the lower limit of the range into the field DHCP-Pool start and the upper limit 

into the field DHCP-Pool end. 

ü Enter the standard gateway into the field Default Gateway. This is the IP address of 

the internal interface. 

ü Type the IP addresses of the DNS server into the fields Nameserver #1 and Name-

server #2. 

ü Type the IP addresses of the WINS server into the fields WINS Server #1 and WINS 

Server #2, if you use them. 

ü Store your settings with Save. 

 

 
fig. 58  settings for DHCP server    
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7.2.6 DHCP Relay 

The appliance can also be used as DHCP relay. In this case a central DHCP server distri-

butes the DHCP information in the network. The appliance receives the broadcast querys 

and forwards them to the central DHCP server. The answers of the server will be returned to 

the clients by the DHCP relay. In this way the clients receive IP addresses and network in-

formation dynamically although the DHCP server stands in another subnet. 

 

ü In the section Interface define the interfaces from which net the DHCP queries 

should be received and to which they should be forwarded. 

Select the interface from the dropdownbox and click on Add Interface. 

ü Define the IP address of the central DHCP server in the list IP Addresses. 

Type the IP address into the field and click Add IP Address. 

ü Afterward click Save and Update Interfaces. 

 

Note: For this traffic no rules must be defiened. 

 

 

fig. 59  settings for DHCP Relay 
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7.3 Zones 

This dialog lists all arranged zones of the appliance and the allocated interfaces. The zones 

conduce to confine or connect interfaces and associated nets. 

The important zones are already set in factory. 

Every zone is available only once and can be allocated to just one interface. If you want to 

use interfaces in the same zone, you have to add a new zone. 

 

ü Type a name for the new zone in the field Name in the section Add Zone. 

ü Select an interface which should be allocated to the zone from the dropdown field In-

terface. 

ü Click Add Zone to save the settings. 

 

Note: If you want to change allocated interfaces, use the tab Interfaces in the menu Net-

work Ą Network Configuration. 

 

 

fig. 60  dialog for adding and deleting zones 

 

ü To delete a zone, click on the trashcan symbol in the column of the related zone. 

ü Confirm the securety query with Yes. 

The zone will be deleted. 
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7.4 Network Tools 

The point Network Tools opens a dialog which offers three needful functions. These func-

tions are often used in network engineering. Therefore they are implemented in the ap-

pliance. 

 

button meaning description 

 
lookup Detects IP addresses of a host. 

 
ping Detects if a computer is reachable in the network. 

 
routing table Shows the routing entries of the appliance. 

 

7.4.1 Lookup 

The name of this function is deduced from the command ñnslookupò. The function queries the 

nameserver which IP address belongs to a defined host name. This is called name resolu-

tion. The inversion search to detect the hostname of an IP address is not supported. 

 

ü Enter a hostname into the field Host name. 

ü Click on the icon Lookup. 

If the host is known all related IP addresses will be shown. 

 

 

fig. 61  looking for IP addresses 
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7.4.2 Ping 

A Ping checks if a defined computer is reachable in the IP network. The appliance is sending 

an ICMP echo-request to the computer, so-called Ping. The appliance expects an ICMP 

echo-reply as an answer (often called Pong). If the remote computer sends this answer, the 

computer is reachable. 

If the computer is not reachable the function shows the message undefined. The query also 

fails, if the computer is configured to not answer Pings. 

 

ü Enter a hostname or an IP address into the field Please enter a host. 

ü Click on the icon Ping. 

If the computer answers, the times the resond packages needed are shown and the 

average time of all packages.Furthermore the list shows how many packages are 

send, received and lost. 

If the host does not answer, the message undefined will be shown. 

 

 

fig. 62  result of a Ping 
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7.4.3 Routing Table 

The command Routing Table shows the routing table of the appliance. You don´t have to 

enter data. 

 

ü Click the button Routing Table. 

All entered routes will be listed. 

 

 

fig. 63  output of the routing table 
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8 Menu Firewall 

This menu item includes all functions for creating firewall rules. The entry Portfilter shows the 

system of rules. This section manages rights of all computers, computer groups, networks, 

users, user groups and devices. 

 

 

fig. 64  dropdown menu of the menu item firewall 

 

name description 

Portfilter Defines rules for access to networks and units. 

Hide NAT Dynamic Network Address Translation. 

The internal addresses will be translated to the external address. 

Port Forwarding Request from the internet to defined ports will be transmitted to defined 

internal or DMZ computers by the firewall. 

Services To define exact rules in the portfilter you use applicable services. 

In this section all services are listed with their used ports and protocols. 

You can edit them or add new ones. 

Service Groups Services which provide similar functions are subsumed to groups. 

Network Objects Network objects specify groups, users or computers. You can only de-

fine rules for created network objects. 

Network Groups Network objects are subsumed to device groups. 
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8.1 Portfilter 

The port filter is the main item of the firewall. Rules are defined in this section, which control 

the whole data traffic. The rules are editable in the properties networks, user, services, and 

time. You can define if traffic which matched with a created rule will be logged. 

By default, traffic will be stopped if no rule is set which allows the traffic. 

 

 

fig. 65  overview of all created rules 

 

Note: You can also define IP-Table rules in the category Advanced Settings (see chapter 

12.6.5). On the tab Templates use the Application securepoint_firewall  and 

the Template /etc/post_ru les.sh . 
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A rule always has the following structure: 

 Who (where from/which source) uses which service to access a defined destination. 

Then you have to decide if the activity is allowed (Accept), denied (Drop) or refused (Re-

ject). With the action Drop the data packet will be discarded. The action Reject will 

transmit to the sender the error message ñDestination unreachableò. 

 You can log the traffic when it is matched by a rule. You can decide between three set-

tings: 

o None Ą No logging. 

o Short Ą The first three packets of a new connection will be logged. After a minute the 

next three packets will be logged. 

o Long Ą All packets will be logged. 

 The rule can be limited temporarity (days and time). 

 A short description can be set. 
 
With the wrench symbol beneath the rule you can call a dialog for editing the rule. 

With the trashcan symbol beneath the rule you can delete the rule. 

Rules can be dissarranged by ĂDrag and Dropñ. The order of the rules in the portfilter can be 

important because the rules will be processed in sequence (Once dropped packets cannot 

be accepted by a later rule.). 

 

Notice: To activate new rules you have to click the button Update Rule in the Portfilter 

Dialog. 

If you changed the order of the rules you have to update the rules also. 
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You can modify the view of the portfilter by using the filter function. This way you can find a 

desired rule fast. 

 

ü Click on Set Filter in the portfilter overview to open the dialog Set Filter. 

ü Activate the filter by selecting the entry On from the dropdown field Enable Filter. 

ü You can filter the entries of the portfilter by several criteria. 

The criteria are: 

ü Groups: 

ü Source Network Groups Shows all entries which have the given group 

   as source. 

ü Destination Network Groups Shows all entries which have the given group 

   as destination. 

ü Service Groups   Shows all entries which use the given group 

   as service. 

ü Objects and Services: 

ü Source Network Objects Shows all entries which have the given object 

   as source. 

ü Destination Network Objects Shows all entries which have the given object 

   as destination. 

ü Services Shows all entries which use the given service. 

ü Activate the desired filter criterion and select a filter word from the related dropdown 

box. 

ü Click Close. 

The set filter will be used for the firewall rules. 

 

 

fig. 66  filter firewall rules 

  
































































































































































































































































































