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HTTP proxy authentication with radius to a Windows 2003 server
The Remote Authentication Dial-In User Service (RADIUS) is a client-server-protocol which is used by users with dial-in connections to
authentication, authorization and accountig (triple A system) to a network. Securepoint Security Solutions can authenticate at a proxy

by RADIUS. MS Windows includes the program internet authenticate service (IAS), which can handle RADIUS compatible queries.

Target: The proxy of the Securepoint Security Appliance should use a MS Windows 2003 server to authenticate the user of the proxy.
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1 Configuration of the RADIUS authentication on a MS Windows 2003 Server system

1.1 Setting the internet authentication service (1AS)

Follow this approach:
Windows offers with the IAS a program that can handle RADIUS compatible queries. This service has to install on the Windows Server

system.

> Start by using following path: Start-> Control Panel -> Add or Remove Programs -> Add/ Remove Windows Components.
Check Network Services in the window and click Details. Check /nternet Authentication Service and click OK and click Mext on

the previous window.

Networking Services x|

Tao add or remove a component, click the check box. & shaded box means that only part
of the component will be installed. To see what's included in a component, click Details.

Subcomponents of Metwaorking Services:

Domain Mame System [DMNS] 17MB =
Diynamic Host Configuration Pratocol (DHCP) 0.0ME

L Intermet Authenti icE 0.0 ME

O Remate Access Quarantine S ervice 0.1 ME
O B RPC over HTTP Prosy 0.0 MB
O Simple TCP/IP Services 0.0ME
O Windows Internet Mame Service PAIMNS] 0.9 ME LI

Description:  Enables authentication, autharization and accounting of dial-up and YPr
uzerg, 145 supports the RADIUS protocol,

Total digk space required; 34 ME Dietails...
Space available on disk; 4213.4 ME 4'
ok I Cancel |

fig 1. install IAS
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Start the configuration of IAS. You will find it by following this steps: Start -> All Programs -> Administrative Tools ->
Internet Authentication Services.

At first you have to add the IAS to the Active Directory. Right click /nternet Authentication Service (local). Choose the option
register server in the active directory.

# Internet Authentication Service =101 x|

Fle Acion Yew Help

= EF e 6® |
L Irternet Authe —
{1 RADIUS Clienks 2T 2eTVIe
{1 Remate Access Logging Sl SRR
&Y Remote Access Folicies

Internet Authentication

tian Service (IAS) bo authenticate,
{1 Connection Request Processing - e Pt ot
waur nebwork, You can also
=S d authertication requests to any
rmpaticle with Remote Authentization
Help DILS).

To configure 145 ko read the remote access properties of
user accounts in Active Directary, on the Action meny, cick
Register Server in Active Directory.

For mare information about sskting up TAS, deployment
scenarios, and troubleshaoting, se Help,

[Register Server in Active Directory

fig 2: configure IAS

> The Securepoint appliance should be a RADIUS client. Right click RADIUS client -> New RADIUS Client.

¢;¢ Internet Authentication Service -10] x|
Fle Acion Yew Help
csmE@m0e |
@ Inkernet Authentication Service (Local)
a ) Welcome to Internet Authenticatian
{1 Remete Service
P Remate pew »
& Comect————————— Use Inkernet Authentication Service (IAS) bo autherticate,
Refrech authorize, and account For diskup, YPH, wireless and
I Ethermet connections to yaur network, You can slso
el corfigure IAS to Forward authertication requests to any
e — access server that is compatible wih Remote: Authertication
DiakIn Liser Service (RADILIS).
To configure 143 o read the remote access properties of
user accounts in Active Directary, on the Action meny, cick
Reaister Server in fctive Dirsctory,
For mare information about setting up 145, deployment
scenarios, and troubleshaating, see Help,
ew Clent:

fig 3: create new RADIUS client

> The shown name is arbitrary. If a DNS entry for the firewall exists, you can use it in the field Client address. Otherwise you

have to insert the IP- address.
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New RADIUS Client

firesall foo. local
v |

fig 4: define RADIUS client

> The shared secret which is to insert in the following dialog is also to be insert in the Securepoint Security Appliance.

New RADIUS Client

RADIUS Standard |

fig 5: define shared key

page 6
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> You have to modify the Remote Access (RAS) Policies. Click Remote Access Policies. In the right frame appear predefined
rules.
> Right click on the second rule Connections to other access servers. This Policy should get a RAS permission. Choose

Properties from the context menu.

" Internet Authentication Service —lol x|

File  #ckion Miew Help ‘
- [AEXEFR @2E|+ |
[®5 Tntermet Authentication Service (Local) Name [order |

{20 RADIUS Clients ‘Connections to Microsoft Routing and Remote ... 1
{21 Remate Access Logging rs =
S Remate Access Folicies Move Un
{11 Connection Request Processing Iove Do

Delete
Rename

Help

Opens the properties dialog box for the current selection.

fig 6: predefined RAS policies

> The dialog Connections to other access servers Properties appears.
> Check the radio button Grant remote access permission and click Edit profile.
> The dialog Edit Dial-in Profile appears. Change to the tab Advanced.

Connections to other access servers Properties ﬂﬂ Edit Dial-in Profile ﬂﬂ

Satiings | Diakin Canstraints | IF | Multink |

. " . Authentication | Encryption Advanced
Specify the conditions that connection requests must match.

Specify additional connection attributes to be returned to the Remate

Palicy conditions: ACCEss semver

D ap-&nd-T irne- sun (0:00-24:00; Mon 00:00-2

Attributes:
M ame | Wendor | Walue
2+
Add. | Edt. Remave
If connection requests match the conditions specified in thiz policy, the
associated profile will be applied to the connection.
Edit Prafile... |
4 | i

Unless individual access permissions are specified in the user profile, this
palicy controls access to the network.

Edi... | Hemove |

If & connection request matches the specified conditions:
" Deny remate access permission

' iGErant remote Access permissior:

QK. I Cancel Apply QK Cancel Apply

> Click Add to apply a attribute. The dialog Add Attribute appears.
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To add an attribute to the Profile, select the attibute, and then click Add.

To add an attribute that iz not lizted, selact the Wendor-S pecific attribute,

Attribute:
Mame I Yendor I Description :I
Login-LAT -Port RADIIS Standard Specifies the port with which the uzer i connected by Loc_l

LoginLAT-Service
Login-Service
Login-TCP-Port
MaS5-Port-d
Feply-Merzage

ermination-A.ction

RaDIUS Standard
R&DIUS Standard
RaDIUS Standard
RaDIUS Standard
R&DIUS Standard
1! g

RaDIUS Standard

RaDIUS Standard
RaDIUS Standard

Tunneldzsignment-1D
Tunnel-Client-suth-10

Turnel-Client-Endpt

Turnel-Pagsword
Tunnel-Preference

Tunnel-Medium-Type

R&DIUS Standard
RaDIUS Standard
RaDIUS Standard
RaDIUS Standard

Specifies the host to which uzer iz connected by the Loca
Specifies the service that connects the uzer to the host,
Specifies the TCP port to which the user should connect.
Specifies the port of the MAS that authenticates the user £
ed to the uzer when the auth
) 1t th d.
Specifies the action that the MAS should take when servic
Specifies the tunnel to which a session is assigned.
Specifies the name uzed by the tunnel initiator during the =
Specifies the P address of the initiator end of the tunnel,
Specifies the trangport medium used when creating a tunn
Specifies the paszword uzed for authenticating to a remote

Specifies the relative preference assigned to each tunnel
Specifies the Group 1D for a tunneled session,

Specifies the name uzed by the tunnel terminator during th
Specifies the [P address of the zerver end of the tunnel.
Specifies the tunneling protocals uzed. hl

R&DIUS Standard
RaDIUS Standard
RaDIUS Standard
RaDIUs Standlard

Tunnel-Pvt-Group- D
Turnel-Server-futhD
Tunnel-Server-Endpt
Turinel-Type

4

fig 9: addable attributes

> Select the attribute Service- Type and click the Add button.
> In the next dialog change the attribute value to Login and click OK.
> The previous dialog is no longer required and can be closed.
Edit Dial-in Profil il .

Enumerable Attribute Information ed b 21

Attibute name: Dialin E.Zon.stralnh I IF'- | tultilirk. |

: Authentication | Eneryption Advanced
ISerw-:e-Type
Specify additional connection attributes to be returned to the Remate
Attribute number: Access server
IE Attributes:
. : Marme | Wendor | Walue

Attribute format: RADIUS Standard  Login

IEnumeratol

Abtribute value:

S

ak I Cancel |

. — - 4 | i

fig 10:. attribute informations
sgd. | Edt. | Bemove |
QK I Cancel Apply

fig 11: apply attribute

> Apply the new attribute by clicking OK.
> Close the previous dialog by clicking OK.
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> Every user who will login at the proxy must get dial-in access.
> Go to Start-> Administrative Tools -> Active Directory Users and Computers.
> Click right Users under your domain and choose Properties.
> Change to tab Dial-in and set Remote Access Permission to Allow access.
> Confirm your entries by click OK.

Remate contral I Teminal Services Profils I COM+ I

General I Addrezsz | Account | Frofile I Telephones I Organization I
Member OF Dialin I Enviranment I Sessions

— Remote Access Pemizzion [Diakin or WP

" Deny access

) Contral aceess through Femote Access Bolizy

™| erify Caller D
— Calback Options

& Mo Callback,
£ Set by Caller [Fouting and Femaote dccess Service only
 Always Callback to: I

= &ssign 2 Gtatic [P Address I
| Apply Static Boutes

Define moutes to enable for this Dial-in Static Foutes.. |
connection. —

kK I Cancel | Apply |

fig 12: Active Directory user properties

Securepoint Version 2007nx
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2 Configuration of RADIUS authentication at the Securepoint Security Appliance

2.1 Create network objects

Following this approach:

> In the Securepoint Security Manager click Firewall from the menu and then network objects.
> You have to create the internal Network and the internal firewall interface. Click the icon Computer.
> Then Add computer dialog appears. Insert data like shown below.
Add computer | Add computer E'
MName | irternal-net | MName | internal-interface |
IF address m.1.2.0 IP address m.1 o2

Sector Sector firewall-internal “

Graup | Grp-internalnet he | Giroup | Gip-internale-interfac

Static NAT | v|

[ ok J[ Ccanceal | | ok [ Cance |

Fim 19 AlniAaat imtAavinal At Fim 1A AliAaat intAavinal tnbAvfAaAn

#® Securepoint 2007nx R1 Build 65 - [Firewall]

Wl Configuration Firewall Applicatons VPM Network Extras Windows Info

. @ g |9 D |2

i Applications Riall Metwork  User administration Reload

@ Fiules | Static NAT | Hide NAT | @05 | Services| Metwork objects |

E. A& =5 o | & [

Metwork Tools

Computer Group Madify Delete Filter valus Freset iew

Computer in computer group Available computer:

g intemst Mame IP address/Login | Mask Sectar Static NAT
Gip-intemale-interface @ 0000 0 ertemal

i Grpeintenal-net R intemale-interface 10 Host firewalkinternal

I a Firewal\‘

Connected to: firewall, foo.local admin Running Config: wizard

fig 15: network objects
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2.2 create firewall rules

For using a proxy, you have to apply a firewall rule. You have to allow that the internal network uses the port of the proxy (default port
8080, service webcache) on the internal interface.

> Change to the tab Rules.
> Click icon New.

Rules | Time schedule || Femark |
From computer group To computer group Service group Action
Grp-intemale-interface ipsec s ALCCEPT v
h i Grpeintemal-net mail B
O internet O internet niethios
Activated
Log
HOME v
Prosy_Services
voip v| aos
internal-net internale-interface webcache
Ok l ’ Cancel

fig 16. add new rule



How-to: HTTP-Proxy and Radius Authentication and Windows IAS Server settings Securepoint Version 2007nx

2.3 configure HTTP — proxy

use following approach:

> Click the icon Applications in the toolbar. Normally the windows start with the tab H77P Proxy otherwise change to the tab
HTTP Proxy.

In the section General the maximal download and upload can be limited and a parent proxy can be specified. This options are ignored

in this example. Only the virus scanner is activated.

#® Securepoint 2007nx R1 Build 65 - [Applications ]

) Configuration Firewall Applications VPN Network Extras Windows Info _ & x
3 T - )
= - @ | B v = | ad
Saue Rule update Firewall E,Qpplicaunns Rl Metwork.  User administration Life Reload Metwork Tools
E?ﬂ fﬁ <3 @ @ i HTTF Proxy :| Gpam Filler | SMTP Gateway | POP3 Frosy | YolP Frosy | WNC Prosy | 1DS | Status of services
CREH
llewat 00, 0ca Transparent proxy General
Authentication
URL Filter
Extenzion Filter Proxy port aoen v
Content Filter Categories
Content Filter Exceptions [ Size
Wirus Filter Exceptions |:|
[] Cascading
Wirls scanning
feoept values
[ Fiewal | @ pphzations |
Connected to: firewall.foo.local admin Running Confia: wizard
fig 17: general HTTP proxy settings
> A transparent proxy should not be used because a user authentication shall be conducted.

> So uncheck the option 7ransparent proxy in the section Transparent proxy.
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In the section Authentication make the settings for the RADIUS server.

You have to insert the IP- address of the Windows 2003 server and the key (shared secret).

#® Securepoint 2007nx R1 Build 65 - [Applications ]

) Configuration Firewall Applications

VPN MNetwork Extras Windows Info

e | 9% B = = | od
Save Rule update | Firewal PowPM Metwork  User administration Lite Reload | Metwark Tacls
E’ﬁ ﬁ <ﬁ i 3} @ HTTF Prosy | Spam Fiter | SMTP Gateway | POP3 Prosy | VolP Prowy | WNCPrasp | IDS | Status of services
—‘ = ILE - local General
mEwal o0 oca Transparent prasy Authentication
it i
URL Filter
Extension Filker [ Loeal
Content Filter Categories
Content Filter Exceptions Radius server
Wirus Filter Exceptions
IP address 101.270
Passware
Accept values
|.-ﬂ Firzwall ‘e Applications |
Connected to: firewall.foo.local admin Running Config: wizard

fig 18 authentication settings

In the other sections could be made more settings. Detailed informations to this configurations you will find in the manual.

>

When you have saved the configuration and have made a rule updated, you can set the firewall as proxy in the browser
settings.
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2.4 Browser configuration

Use following approach:
Internet Explorer: For configuration of the proxy settings go to menu item

Tools -> Internet Options -> Connections -> LAN Settings -> Proxy server.
Mozilla Firefox: For configuration of the proxy settings go to menu item

Tools -> Options -> Advanced -> Network -> Settings
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